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1

Summary of gdb

The purpose of a debugger such asgdb is to allow you to see what is going on \inside"
another program while it executes|or what another program was doing at the moment it
crashed.

gdb can do four main kinds of things (plus other things in support of these) to help you
catch bugs in the act:

• Start your program, specifying anything that might a�ect its behavior.

• Make your program stop on speci�ed conditions.

• Examine what has happened, when your program has stopped.

• Change things in your program, so you can experiment with correcting the e�ects of
one bug and go on to learn about another.

You can usegdb to debug programs written in C and C++. For more information, see
Section 15.4 [Supported Languages], page 231. For more information, see Section 15.4.1 [C
and C++], page 231.

Support for D is partial. For information on D, see Section 15.4.2 [D], page 238.

Support for Modula-2 is partial. For information on Modula-2, see Section 15.4.9
[Modula-2], page 244.

Support for OpenCL C is partial. For information on OpenCL C, see Section 15.4.5
[OpenCL C], page 239.

Debugging Pascal programs which use sets, subranges, �le variables, or nested functions
does not currently work. gdb does not support entering expressions, printing values, or
similar features using Pascal syntax.

gdb can be used to debug programs written in Fortran, although it may be necessary
to refer to some variables with a trailing underscore.

gdb can be used to debug programs written in Objective-C, using either the Ap-
ple/NeXT or the GNU Objective-C runtime.

Free Software
gdb is free software, protected by the gnu General Public License (GPL). The GPL gives
you the freedom to copy or adapt a licensed program|but every person getting a copy also
gets with it the freedom to modify that copy (which means that they must get access to the
source code), and the freedom to distribute further copies. Typical software companies use
copyrights to limit your freedoms; the Free Software Foundation uses the GPL to preserve
these freedoms.

Fundamentally, the General Public License is a license which says that you have these
freedoms and that you cannot take these freedoms away from anyone else.

Free Software Needs Free Documentation
The biggest de�ciency in the free software community today is not in the software|it is the
lack of good free documentation that we can include with the free software. Many of our
most important programs do not come with free reference manuals and free introductory
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texts. Documentation is an essential part of any software package; when an important free
software package does not come with a free manual and a free tutorial, that is a major gap.
We have many such gaps today.

Consider Perl, for instance. The tutorial manuals that people normally use are non-free.
How did this come about? Because the authors of those manuals published them with
restrictive terms|no copying, no modi�cation, source �les not available|which exclude
them from the free software world.

That wasn't the �rst time this sort of thing happened, and it was far from the last.
Many times we have heard a GNU user eagerly describe a manual that he is writing, his
intended contribution to the community, only to learn that he had ruined everything by
signing a publication contract to make it non-free.

Free documentation, like free software, is a matter of freedom, not price. The problem
with the non-free manual is not that publishers charge a price for printed copies|that in
itself is �ne. (The Free Software Foundation sells printed copies of manuals, too.) The
problem is the restrictions on the use of the manual. Free manuals are available in source
code form, and give you permission to copy and modify. Non-free manuals do not allow
this.

The criteria of freedom for a free manual are roughly the same as for free software.
Redistribution (including the normal kinds of commercial redistribution) must be permitted,
so that the manual can accompany every copy of the program, both on-line and on paper.

Permission for modi�cation of the technical content is crucial too. When people mod-
ify the software, adding or changing features, if they are conscientious they will change
the manual too|so they can provide accurate and clear documentation for the modi�ed
program. A manual that leaves you no choice but to write a new manual to document a
changed version of the program is not really available to our community.

Some kinds of limits on the way modi�cation is handled are acceptable. For example,
requirements to preserve the original author's copyright notice, the distribution terms, or
the list of authors, are ok. It is also no problem to require modi�ed versions to include
notice that they were modi�ed. Even entire sections that may not be deleted or changed
are acceptable, as long as they deal with nontechnical topics (like this one). These kinds of
restrictions are acceptable because they don't obstruct the community's normal use of the
manual.

However, it must be possible to modify all thetechnical content of the manual, and then
distribute the result in all the usual media, through all the usual channels. Otherwise, the
restrictions obstruct the use of the manual, it is not free, and we need another manual to
replace it.

Please spread the word about this issue. Our community continues to lose manuals
to proprietary publishing. If we spread the word that free software needs free reference
manuals and free tutorials, perhaps the next person who wants to contribute by writing
documentation will realize, before it is too late, that only free manuals contribute to the
free software community.

If you are writing documentation, please insist on publishing it under the GNU Free
Documentation License or another free documentation license. Remember that this deci-
sion requires your approval|you don't have to let the publisher decide. Some commercial
publishers will use a free license if you insist, but they will not propose the option; it is up
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target remote host:port

target remote [host]:port

target remote tcp:host:port

target remote tcp:[host]:port

target remote tcp4:host:port

target remote tcp6:host:port

target remote tcp6:[host]:port

target extended-remote host:port

target extended-remote [host]:port

target extended-remote tcp:host:port

target extended-remote tcp:[host]:port

target extended-remote tcp4:host:port

target extended-remote tcp6:host:port

target extended-remote tcp6:[host]:port

Debug using aTCP connection to port on host. The host may be either a host
name, a numericIPv4 address, or a numericIPv6 address (with or without the
square brackets to separate the address from the port);port must be a decimal
number. The host could be the target machine itself, if it is directly connected
to the net, or it might be a terminal server which in turn has a serial line to
the target.

For example, to connect to port 2828 on a terminal server namedmanyfarms:

target remote manyfarms:2828

To connect to port 2828 on a terminal server whose address is
2001:0db8:85a3:0000:0000:8a2e:0370:7334, you can either use the square
bracket syntax:

target remote [2001:0db8:85a3:0000:0000:8a2e:0370:7334]:2828

or explicitly specify the IPv6 protocol:

target remote tcp6:2001:0db8:85a3:0000:0000:8a2e:0370:7334:2828

This last example may be confusing to the reader, because there is no visible
separation between the hostname and the port number. Therefore, we rec-
ommend the user to provide IPv6 addresses using square brackets for clarity.
However, it is important to mention that for gdb there is no ambiguity: the
number after the last colon is considered to be the port number.

If your remote target is actually running on the same machine as your debugger
session (e.g. a simulator for your target running on the same host), you can omit
the hostname. For example, to connect to port 1234 on your local machine:

target remote :1234

Note that the colon is still required here.
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disconnect

The disconnect command closes the connection to the target, and the target
is generally not resumed. It will wait for gdb (this instance or another one)
to connect and continue debugging. After thedisconnect command, gdb is
again free to connect to another target.

monitor cmd

This command allows you to send arbitrary commands directly to the remote
monitor. Since gdb doesn't care about the commands it sends like this, this
command is the way to extendgdb|you can add new commands that only
the external monitor will understand and implement.

20.2 Sending �les to a remote system
Some remote targets o�er the ability to transfer �les over the same connection used to
communicate with gdb. This is convenient for targets accessible through other means, e.g.
gnu/Linux systems running gdbserver over a network interface. For other targets, e.g.
embedded devices with only a single serial port, this may be the only way to upload or
download �les.

Not all remote targets support these commands.

remote put hostfile targetfile

Copy �le hostfile from the host system (the machine runninggdb) to targetfile
on the target system.

remote get targetfile hostfile

Copy �le targetfile from the target system to hostfile on the host system.

remote delete targetfile

Delete targetfile from the target system.

20.3 Using the gdbserver Program
gdbserver is a control program for Unix-like systems, which allows you to connect your
program with a remote gdb via target remote or target extended-remote|but without
linking in the usual debugging stub.

gdbserver is not a complete replacement for the debugging stubs, because it requires
essentially the same operating-system facilities thatgdb itself does. In fact, a system that
can run gdbserver to connect to a remotegdb could also run gdb locally! gdbserver is
sometimes useful nevertheless, because it is a much smaller program thangdb itself. It is
also easier to port than all of gdb, so you may be able to get started more quickly on a
new system by usinggdbserver. Finally, if you develop code for real-time systems, you
may �nd that the tradeo�s involved in real-time operation make it more convenient to do
as much development work as possible on another system, for example by cross-compiling.
You can usegdbserver to make a similar choice for debugging.

gdb and gdbserver communicate via either a serial line or a TCP connection, using the
standard gdb remote serial protocol.

Warning: gdbserver does not have any built-in security. Do not run
gdbserver connected to any public network; agdb connection to gdbserver
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provides access to the target system with the same privileges as the user
running gdbserver.

20.3.1 Running gdbserver

Run gdbserver on the target system. You need a copy of the program you want to debug,
including any libraries it requires. gdbserver does not need your program's symbol table,
so you can strip the program if necessary to save space.gdb on the host system does all
the symbol handling.

To use the server, you must tell it how to communicate with gdb; the name of your
program; and the arguments for your program. The usual syntax is:

target> gdbserver comm program [ args ... ]

comm is either a device name (to use a serial line), or a TCP hostname and portnumber,
or - or stdio to use stdin/stdout of gdbserver. For example, to debug Emacs with the
argument f̀oo.txt' and communicate with gdb over the serial port /dev/com1:

target> gdbserver /dev/com1 emacs foo.txt

gdbserver waits passively for the hostgdb to communicate with it.

To use a TCP connection instead of a serial line:
target> gdbserver host:2345 emacs foo.txt

The only di�erence from the previous example is the �rst argument, specifying that you
are communicating with the host gdb via TCP. The `host:2345' argument means that
gdbserver is to expect a TCP connection from machine h̀ost' to local TCP port 2345.
(Currently, the ` host' part is ignored.) You can choose any number you want for the port
number as long as it does not con
ict with any TCP ports already in use on the target
system (for example,23 is reserved fortelnet).1 You must use the same port number with
the host gdb target remote command.

The stdio connection is useful when startinggdbserver with ssh:
(gdb) target remote | ssh -T hostname gdbserver - hello

The `-T' option to ssh is provided because we don't need a remote pty, and we don't
want escape-character handling. Ssh does this by default when a command is provided, the

ag is provided to make it explicit. You could elide it if you want to.

Programs started with stdio-connected gdbserver have/dev/null for stdin, and
stdout,stderr are sent back to gdb for display through a pipe connected to gdbserver.
Both stdout and stderr use the same pipe.

20.3.1.1 Attaching to a Running Program
On some targets,gdbserver can also attach to running programs. This is accomplished
via the --attach argument. The syntax is:

target> gdbserver --attach comm pid

pid is the process ID of a currently running process. It isn't necessary to pointgdbserver
at a binary for the running process.

In target extended-remote mode, you can also attach using thegdb attach command
(see [Attaching in Types of Remote Connections], page 316).

1 If you choose a port number that conflicts with another service, gdbserver prints an error message and
exits.
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You can debug processes by name instead of process ID if your target has thepidof
utility:

target> gdbserver --attach comm `pidof program`

In case more than one copy ofprogram is running, or program has multiple threads,
most versions ofpidof support the -s option to only return the �rst process ID.

20.3.1.2 TCP port allocation lifecycle of gdbserver

This section applies only whengdbserver is run to listen on a TCP port.

gdbserver normally terminates after all of its debugged processes have terminated in
target remote mode. On the other hand, fortarget extended-remote, gdbserver stays
running even with no processes left.gdb normally terminates the spawned debugged pro-
cess on its exit, which normally also terminatesgdbserver in the target remote mode.
Therefore, when the connection drops unexpectedly, andgdb cannot askgdbserver to kill
its debugged processes,gdbserver stays running even in thetarget remote mode.

When gdbserver stays running, gdb can connect to it again later. Such reconnecting
is useful for features like [disconnected tracing], page 212. For completeness, at most one
gdb can be connected at a time.

By default, gdbserver keeps the listening TCP port open, so that subsequent connec-
tions are possible. However, if you startgdbserver with the --once option, it will stop
listening for any further connection attempts after connecting to the �rst gdb session. This
means no further connections togdbserver will be possible after the �rst one. It also means
gdbserver will terminate after the �rst connection with remote gdb has closed, even for
unexpectedly closed connections and even in thetarget extended-remote mode. The
--once option allows reusing the same port number for connecting to multiple instances
of gdbserver running on the same host, since each instance closes its port after the �rst
connection.

20.3.1.3 Other Command-Line Arguments for gdbserver

You can use the--multi option to start gdbserver without specifying a program to debug
or a process to attach to. Then you can attach intarget extended-remote mode and
run or attach to a program. For more information, see [{multi Option in Types of Remote
Connnections], page 316.

The --debug[=option1,option2,...] option tells gdbserver to display extra diagnos-
tic information about the debugging process. The options (option1, option2, etc) control
for which areas ofgdbserver additional information will be displayed, possible values are:

all This enables all available diagnostic output.

threads This enables diagnostic output related to threading. Currently other general
diagnostic output is included in this category, but this could change in future
releases ofgdbserver.

event-loop

This enables event-loop speci�c diagnostic output.

remote This enables diagnostic output related to the transfer of remote protocol packets
too and from the debugger.
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• Connect to your target (see Section 20.1 [Connecting to a Remote Target], page 315).
For TCP connections, you must start up gdbserver prior to using the target com-
mand. Otherwise you may get an error whose text depends on the host system, but
which usually looks something like C̀onnection refused'. Don't use the load com-
mand in gdb when using target remote mode, since the program is already on the
target.

20.3.3 Monitor Commands for gdbserver

During a gdb session usinggdbserver, you can use themonitor command to send special
requests togdbserver. Here are the available commands.

monitor help

List the available monitor commands.

monitor set debug off

Disable all internal logging from gdbserver.

monitor set debug on

Enable some general logging from within gdbserver. Currently this is equivalent
to monitor set debug threads on, but this might change in future releases of
gdbserver.

monitor set debug threads off

monitor set debug threads on

Disable or enable speci�c logging messages associated with thread handling in
gdbserver. Currently this category also includes additional output not specif-
ically related to thread handling, this could change in future releases of gdb-
server.

monitor set debug remote off

monitor set debug remote on

Disable or enable speci�c logging messages associated with the remote protocol
(see Appendix E [Remote Protocol], page 747).

monitor set debug event-loop off

monitor set debug event-loop on

Disable or enable speci�c logging messages associated with gdbserver's event-
loop.

monitor set debug-file filename

monitor set debug-file

Send any debug output to the given �le, or to stderr.

monitor set debug-format option1[,option2,...]
Specify additional text to add to debugging messages. Possible options are:

none Turn o� all extra information in debugging output.

all Turn on all extra information in debugging output.

timestamps

Include a timestamp in each line of debugging output.
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Options are processed in order. Thus, for example, ifnone appears last then
no additional information is added to debugging output.

monitor set libthread-db-search-path [PATH]

When this command is issued,path is a colon-separated list of directories
to search for libthread_db (see Section 4.10 [set libthread-db-search-path],
page 47). If you omit path, `libthread-db-search-path' will be reset to its
default value.

The special entry $̀pdir' for `libthread-db-search-path' is not supported in
gdbserver.

monitor exit

Tell gdbserver to exit immediately. This command should be followed by
disconnect to close the debugging session.gdbserver will detach from any
attached processes and kill any processes it created. Usemonitor exit to ter-
minate gdbserver at the end of a multi-process mode debug session.

20.3.4 Tracepoints support in gdbserver

On some targets,gdbserver supports tracepoints, fast tracepoints and static tracepoints.

For fast or static tracepoints to work, a special library called the in-process agent (IPA),
must be loaded in the inferior process. This library is built and distributed as an inte-
gral part of gdbserver. In addition, support for static tracepoints requires building the
in-process agent library with static tracepoints support. At present, the UST (LTTng
Userspace Tracer,http://lttng.org/ust) tracing engine is supported. This support is
automatically available if UST development headers are found in the standard include path
when gdbserver is built, or if gdbserver was explicitly con�gured using --with-ust to
point at such headers. You can explicitly disable the support using--with-ust=no.

There are several ways to load the in-process agent in your program:

Specifying it as dependency at link time

You can link your program dynamically with the in-process agent library. On
most systems, this is accomplished by adding-linproctrace to the link com-
mand.

Using the system's preloading mechanisms

You can force loading the in-process agent at startup time by using your sys-
tem's support for preloading shared libraries. Many Unixes support the concept
of preloading user de�ned libraries. In most cases, you do that by specifying
LD_PRELOAD=libinproctrace.so in the environment. See also the description
of gdbserver's --wrapper command line option.

Using gdb to force loading the agent at run time

On some systems, you can force the inferior to load a shared library, by calling
a dynamic loader function in the inferior that takes care of dynamically looking
up and loading a shared library. On most Unix systems, the function isdlopen.
You'll use the call command for that. For example:

(gdb) call dlopen ("libinproctrace.so", ...)

Note that on most Unix systems, for the dlopen function to be available, the
program needs to be linked with-ldl.

http://lttng.org/ust
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access-watchpoint Z4 awatch

pid-to-exec-file qXfer:exec-file:read attach, run

target-features qXfer:features:read set architecture

library-info qXfer:libraries:read info

sharedlibrary

memory-map qXfer:memory-map:read info mem

read-sdata-object qXfer:sdata:read print $_sdata

read-siginfo-object qXfer:siginfo:read print $_siginfo

write-siginfo-object qXfer:siginfo:write set $_siginfo

threads qXfer:threads:read info threads

get-thread-local-

storage-address

qGetTLSAddr Displaying
__thread variables

get-thread-

information-block-

address

qGetTIBAddr Display MS-
Windows Thread
Information Block.

search-memory qSearch:memory find

supported-packets qSupported Remote com-
munications
parameters

catch-syscalls QCatchSyscalls catch syscall

pass-signals QPassSignals handle signal

program-signals QProgramSignals handle signal

hostio-close-packet vFile:close remote get, remote
put

hostio-open-packet vFile:open remote get, remote
put
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hostio-pread-packet vFile:pread remote get, remote
put

hostio-pwrite-packet vFile:pwrite remote get, remote
put

hostio-unlink-packet vFile:unlink remote delete

hostio-readlink-

packet

vFile:readlink Host I/O

hostio-fstat-packet vFile:fstat Host I/O

hostio-stat-packet vFile:stat Host I/O

hostio-setfs-packet vFile:setfs Host I/O

noack-packet QStartNoAckMode Packet acknowledg-
ment

osdata qXfer:osdata:read info os

query-attached qAttached Querying remote
process attach
state.

trace-buffer-size QTBuffer:size set trace-buffer-

size

trace-status qTStatus tstatus

traceframe-info qXfer:traceframe-

info:read

Traceframe info

install-in-trace InstallInTrace Install tracepoint in
tracing

disable-randomization QDisableRandomization set disable-

randomization

startup-with-shell QStartupWithShell set startup-with-

shell

environment-hex-

encoded

QEnvironmentHexEncoded set environment

environment-unset QEnvironmentUnset unset environment
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environment-reset QEnvironmentReset Reset the

inferior

environment

(i.e., unset

user-set

variables)

set-working-dir QSetWorkingDir set cwd

conditional-

breakpoints-packet

Z0 and Z1 Support for

target-side

breakpoint

condition

evaluation

multiprocess-

extensions

multiprocess

extensions

Debug multiple pro-
cesses and remote
process PID aware-
ness

swbreak-feature swbreak stop reason break

hwbreak-feature hwbreak stop reason hbreak

fork-event-feature fork stop reason fork

vfork-event-feature vfork stop reason vfork

exec-event-feature exec stop reason exec

thread-events QThreadEvents Tracking thread life-
time.

thread-options QThreadOptions Set thread event re-
porting options.

no-resumed-stop-reply no resumed thread left

stop reply

Tracking thread life-
time.

The number of bytes per memory-read or memory-write packet for a remote target
can be con�gured using the commands set remote memory-read-packet-size and
set remote memory-write-packet-size. If set to `0' (zero) the default packet size will
be used. The actual limit is further reduced depending on the target. Specify f̀ixed'
to disable the target-dependent restriction and l̀imit' to enable it. Similar to the
enabling and disabling of remote packets, the command applies to the currently selected
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show history

show history filename

show history save

show history size

show history expansion

These commands display the state of thegdb history parameters. show

history by itself displays all four states.

show commands

Display the last ten commands in the command history.

show commands n

Print ten commands centered on command numbern.

show commands +

Print ten commands just after the commands last printed.

22.4 Screen Size
Certain commands togdb may produce large amounts of information output to the screen.
To help you read all of it, gdb pauses and asks you for input at the end of each page
of output. Type RET when you want to see one more page of output,q to discard the
remaining output, or c to continue without paging for the rest of the current command.
Also, the screen width setting determines when to wrap lines of output. Depending on what
is being printed, gdb tries to break the line at a readable place, rather than simply letting
it over
ow onto the following line.

Normally gdb knows the size of the screen from the terminal driver software. For
example, on Unix gdb uses the termcap data base together with the value of theTERM
environment variable and the stty rows and stty cols settings. If this is not correct, you
can override it with the set height and set width commands:

set height lpp

set height unlimited

show height

set width cpl

set width unlimited

show width

Theseset commands specify a screen height oflpp lines and a screen width of
cpl characters. The associatedshow commands display the current settings.

If you specify a height of either unlimited or zero lines,gdb does not pause
during output no matter how long the output is. This is useful if output is to
a �le or to an editor bu�er.

Likewise, you can specify s̀et width unlimited' or `set width 0' to prevent
gdb from wrapping its output.

set pagination on

set pagination off

Turn the output pagination on or o�; the default is on. Turning pagination o�
is the alternative to set height unlimited. Note that running gdb with the
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tui-active-border

Control the styling of the active TUI border; that is, the TUI window that has
the focus.

disassembler comment

Control the styling of comments in the disassembler output. These are managed
with the set style disassembler comment family of commands. This style is
only used whengdb is styling using its builtin disassembler library (see [set
style disassembler enabled], page 371). By default, this style's intensity is
dim, and its foreground color is white.

disassembler immediate

Control the styling of numeric operands in the disassembler output. These are
managed with the set style disassembler immediate family of commands.
This style is not used for instruction operands that represent addresses, in that
case the d̀isassembler address' style is used. This style is only used when
gdb is styling using its builtin disassembler library. By default, this style's
foreground color is blue.

disassembler address

Control the styling of address operands in the disassembler output. This is an
alias for the àddress' style.

disassembler symbol

Control the styling of symbol names in the disassembler output. This is an alias
for the `function' style.

disassembler mnemonic

Control the styling of instruction mnemonics in the disassembler output. These
are managed with theset style disassembler mnemonic family of commands.
This style is also used for assembler directives, e.g..byte, .word, etc. This
style is only used whengdb is styling using its builtin disassembler library. By
default, this style's foreground color is green.

disassembler register

Control the styling of register operands in the disassembler output. These are
managed with the set style disassembler register family of commands.
This style is only used whengdb is styling using its builtin disassembler library.
By default, this style's foreground color is red.

22.6 Numbers
You can always enter numbers in octal, decimal, or hexadecimal ingdb by the usual
conventions: octal numbers begin with 0̀', decimal numbers end with .̀', and hexadecimal
numbers begin with 0̀x'. Numbers that neither begin with `0' or `0x', nor end with a `.'
are, by default, entered in base 10; likewise, the default display for numbers|when no
particular format is speci�ed|is base 10. You can change the default base for both input
and output with the commands described below.
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set input-radix base

Set the default base for numeric input. Supported choices forbase are decimal
8, 10, or 16. The base must itself be speci�ed either unambiguously or using
the current input radix; for example, any of

set input-radix 012

set input-radix 10.

set input-radix 0xa

sets the input base to decimal. On the other hand, s̀et input-radix 10' leaves
the input radix unchanged, no matter what it was, since 1̀0', being without any
leading or trailing signs of its base, is interpreted in the current radix. Thus,
if the current radix is 16, `10' is interpreted in hex, i.e. as 16 decimal, which
doesn't change the radix.

set output-radix base

Set the default base for numeric display. Supported choices forbase are decimal
8, 10, or 16. The base must itself be speci�ed either unambiguously or using
the current input radix.

show input-radix

Display the current default base for numeric input.

show output-radix

Display the current default base for numeric display.

set radix [base]
show radix

These commands set and show the default base for both input and output
of numbers. set radix sets the radix of input and output to the same base;
without an argument, it resets the radix back to its default value of 10.

22.7 Con�guring the Current ABI
gdb can determine theABI (Application Binary Interface) of your application automati-
cally. However, sometimes you need to override its conclusions. Use these commands to
managegdb's view of the current ABI.

One gdb con�guration can debug binaries for multiple operating system targets, either
via remote debugging or native emulation. gdb will autodetect the OS ABI (Operating
System ABI) in use, but you can override its conclusion using theset osabi command. One
example where this is useful is in debugging of binaries which use an alternate C library (e.g.
uClibc for gnu/Linux) which does not have the same identifying marks that the standard
C library for your platform provides.

When gdb is debugging the AArch64 architecture, it provides a \Newlib" OS ABI. This
is useful for handling setjmp and longjmp when debugging binaries that use thenewlib
C library. The \Newlib" OS ABI can be selected by set osabi Newlib.

show osabi

Show the OS ABI currently in use.

set osabi With no argument, show the list of registered available OS ABI's.

set osabi abi

Set the current OS ABI to abi.
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show debug aarch64

Displays the current state of displaying debugging messages related to ARM
AArch64.

set debug arch

Turns on or o� display of gdbarch debugging info. The default is o�

show debug arch

Displays the current state of displaying gdbarch debugging info.

set debug aix-thread

Display debugging messages about inner workings of the AIX thread module.

show debug aix-thread

Show the current state of AIX thread debugging info display.

set debug amd-dbgapi-lib

show debug amd-dbgapi-lib

The set debug amd-dbgapi-lib log-level level command can be used to
enable diagnostic messages from the `amd-dbgapi' library, where level can be:

off no logging is enabled

error fatal errors are reported

warning fatal errors and warnings are reported

info fatal errors, warnings, and info messages are reported

verbose all messages are reported

The show debug amd-dbgapi-lib log-level command displays the current
amd-dbgapi library log level.

set debug amd-dbgapi

show debug amd-dbgapi

The `set debug amd-dbgapi' command can be used to enable diagnostic mes-
sages in the àmd-dbgapi' target. The `show debug amd-dbgapi' command dis-
plays the current setting. See [set debug amd-dbgapi], page 383.

set debug check-physname

Check the results of the \physname" computation. When reading DWARF
debugging information for C++, gdb attempts to compute each entity's name.
gdb can do this computation in two di�erent ways, depending on exactly what
information is present. When enabled, this setting causesgdb to compute the
names both ways and display any discrepancies.

show debug check-physname

Show the current state of \physname" checking.

set debug coff-pe-read

Control display of debugging messages related to reading of COFF/PE exported
symbols. The default is o�.

show debug coff-pe-read

Displays the current state of displaying debugging messages related to reading
of COFF/PE exported symbols.
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set debug dwarf-die

Dump DWARF DIEs after they are read in. The value is the number of nesting
levels to print. A value of zero turns o� the display.

show debug dwarf-die

Show the current state of DWARF DIE debugging.

set debug dwarf-line

Turns on or o� display of debugging messages related to reading DWARF line
tables. The default is 0 (o�). A value of 1 provides basic information. A value
greater than 1 provides more verbose information.

show debug dwarf-line

Show the current state of DWARF line table debugging.

set debug dwarf-read

Turns on or o� display of debugging messages related to reading DWARF debug
info. The default is 0 (o�). A value of 1 provides basic information. A value
greater than 1 provides more verbose information.

show debug dwarf-read

Show the current state of DWARF reader debugging.

set debug displaced

Turns on or o� display of gdb debugging info for the displaced stepping support.
The default is o�.

show debug displaced

Displays the current state of displayinggdb debugging info related to displaced
stepping.

set debug event

Turns on or o� display of gdb event debugging info. The default is o�.

show debug event

Displays the current state of displaying gdb event debugging info.

set debug event-loop

Controls output of debugging info about the event loop. The possible values
are òff', `all' (shows all debugging info) and àll-except-ui' (shows all
debugging info except those about UI-related events).

show debug event-loop

Shows the current state of displaying debugging info about the event loop.

set debug expression

Turns on or o� display of debugging info about gdb expression parsing. The
default is o�.

show debug expression

Displays the current state of displaying debugging info aboutgdb expression
parsing.

set debug fbsd-lwp

Turns on or o� debugging messages from the FreeBSD LWP debug support.
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show debug fbsd-lwp

Show the current state of FreeBSD LWP debugging messages.

set debug fbsd-nat

Turns on or o� debugging messages from the FreeBSD native target.

show debug fbsd-nat

Show the current state of FreeBSD native target debugging messages.

set debug fortran-array-slicing

Turns on or o� display of gdb Fortran array slicing debugging info. The default
is o�.

show debug fortran-array-slicing

Displays the current state of displaying gdb Fortran array slicing debugging
info.

set debug frame

Turns on or o� display of gdb frame debugging info. The default is o�.

show debug frame

Displays the current state of displaying gdb frame debugging info.

set debug gnu-nat

Turn on or o� debugging messages from thegnu/Hurd debug support.

show debug gnu-nat

Show the current state ofgnu/Hurd debugging messages.

set debug infrun

Turns on or o� display of gdb debugging info for running the inferior. The
default is o�. infrun.c contains GDB's runtime state machine used for imple-
menting operations such as single-stepping the inferior.

show debug infrun

Displays the current state of gdb inferior debugging.

set debug infcall

Turns on or o� display of debugging info related to inferior function calls made
by gdb.

show debug infcall

Displays the current state of gdb inferior function call debugging.

set debug jit

Turn on or o� debugging messages from JIT debug support.

show debug jit

Displays the current state of gdb JIT debugging.

set debug linux-nat [on|off]
Turn on or o� debugging messages from the Linux native target debug support.

show debug linux-nat

Show the current state of Linux native target debugging messages.
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set debug linux-namespaces

Turn on or o� debugging messages from the Linux namespaces debug support.

show debug linux-namespaces

Show the current state of Linux namespaces debugging messages.

set debug mach-o

Control display of debugging messages related to Mach-O symbols processing.
The default is o�.

show debug mach-o

Displays the current state of displaying debugging messages related to reading
of COFF/PE exported symbols.

set debug notification

Turn on or o� debugging messages about remote async noti�cation. The default
is o�.

show debug notification

Displays the current state of remote async noti�cation debugging messages.

set debug observer

Turns on or o� display of gdb observer debugging. This includes info such as
the noti�cation of observable events.

show debug observer

Displays the current state of observer debugging.

set debug overload

Turns on or o� display of gdb C++ overload debugging info. This includes info
such as ranking of functions, etc. The default is o�.

show debug overload

Displays the current state of displaying gdb C++ overload debugging info.

set debug parser

Turns on or o� the display of expression parser debugging output. Internally,
this sets the yydebug variable in the expression parser. See Section \Tracing
Your Parser" in Bison, for details. The default is o�.

show debug parser

Show the current state of expression parser debugging.

set debug remote

Turns on or o� display of reports on all packets sent back and forth across the
serial line to the remote machine. The info is printed on thegdb standard
output stream. The default is o�.

show debug remote

Displays the state of display of remote packets.

set debug remote-packet-max-chars

Sets the maximum number of characters to display for each remote packet when
set debug remote is on. This is useful to preventgdb from displaying lengthy
remote packets and polluting the console.
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User-selected context changes:
When you change the selected context (i.e. the current inferior,
thread and/or the frame), gdb prints information about the new
context. For example, the default behavior is below:

(gdb) inferior 1

[Switching to inferior 1 [process 634] (/tmp/test)]

[Switching to thread 1 (process 634)]

#0 main () at test.c:3

3 return 0;

(gdb)

When the noti�cations are suppressed, the new context is not
printed:

(gdb) set suppress-cli-notifications on

(gdb) inferior 1

(gdb)

The program being debugged stops:
When the program you are debugging stops (e.g. because of hitting
a breakpoint, completing source-stepping, an interrupt, etc.),gdb
prints information about the stop event. For example, below is a
breakpoint hit:

(gdb) break test.c:3

Breakpoint 2 at 0x555555555155: file test.c, line 3.

(gdb) continue

Continuing.

Breakpoint 2, main () at test.c:3

3 return 0;

(gdb)

When the noti�cations are suppressed, the output becomes:
(gdb) break test.c:3

Breakpoint 2 at 0x555555555155: file test.c, line 3.

(gdb) set suppress-cli-notifications on

(gdb) continue

Continuing.

(gdb)

Suppressing CLI noti�cations may be useful in scripts to obtain a
reduced output from a list of commands.

show suppress-cli-notifications

Displays whether printing CLI noti�cations is suppressed or not.
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[Function]gdb.prompt_hook (current prompt)
If prompt hook is callable,gdb will call the method assigned to this operation before
a prompt is displayed by gdb.

The parametercurrent_prompt contains the currentgdb prompt. This method must
return a Python string, or None. If a string is returned, the gdb prompt will be set
to that string. If None is returned, gdb will continue to use the current prompt.

Some prompts cannot be substituted ingdb. Secondary prompts such as those used
by readline for command input, and annotation related prompts are prohibited from
being changed.

[Function]gdb.architecture_names ()
Return a list containing all of the architecture names that the current build of gdb
supports. Each architecture name is a string. The names returned in this list are the
same names as are returned fromgdb.Architecture.name (see [Architecture.name],
page 497).

[Function]gdb.connections
Return a list of gdb.TargetConnection objects, one for each currently active con-
nection (see Section 23.3.2.38 [Connections In Python], page 499). The connection
objects are in no particular order in the returned list.

[Function]gdb.format_address (address [, progspace, architecture])
Return a string in the format ` addr <symbol+offset>', where addr is address for-
matted in hexadecimal, symbol is the symbol whose address is the nearest toaddress
and below it in memory, and offset is the o�set from symbol to address in decimal.

If no suitable symbol was found, then the<symbol+offset> part is not included in the
returned string, instead the returned string will just contain the address formatted
as hexadecimal. How fargdb looks back for a suitable symbol can be controlled with
set print max-symbolic-offset (see Section 10.9 [Print Settings], page 157).

Additionally, the returned string can include �le name and line number information
when set print symbol-filename on (see Section 10.9 [Print Settings], page 157),
in this case the format of the returned string is àddr <symbol+offset> at

filename:line-number'.

The progspace is the gdb.Progspace in whichsymbol is looked up, andarchitecture is
used when formatting addr, e.g. in order to determine the size of an address in bytes.

If neither progspace or architecture are passed, then by defaultgdb will use the
program space and architecture of the currently selected inferior, thus, the following
two calls are equivalent:

gdb.format_address(address)

gdb.format_address(address,

gdb.selected_inferior().progspace,

gdb.selected_inferior().architecture())

It is not valid to only pass one of progspace or architecture, either they must both be
provided, or neither must be provided (and the defaults will be used).

This method uses the same mechanism for formatting address, symbol, and o�set
information as coregdb does in commands such asdisassemble.
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Here are some examples of the possible string formats:
0x00001042

0x00001042 <symbol+16>

0x00001042 <symbol+16 at file.c:123>

[Function]gdb.current_language ()
Return the name of the current language as a string. Unlikegdb.parameter('language'),
this function will never return ` auto'. If a gdb.Frame object is available (see
Section 23.3.2.28 [Frames In Python], page 479), thelanguage method might be
preferable in some cases, as that is not a�ected by the user's language setting.

23.3.2.2 Threading in GDB
gdb is not thread-safe. If your Python program uses multiple threads, you must be careful
to only call gdb-speci�c functions in the gdb thread. gdb provides some functions to help
with this.

[Function]gdb.block_signals ()
As mentioned earlier (see Section 23.3.2.1 [Basic Python], page 403), certain signals
must be delivered to the gdb main thread. The block_signals function returns
a context manager that will block these signals on entry. This can be used when
starting a new thread to ensure that the signals are blocked there, like:

with gdb.block_signals():

start_new_thread()

[class]gdb.Thread
This is a subclass of Python'sthreading.Thread class. It overrides thestart method
to call block_signals, making this an easy-to-use drop-in replacement for creating
threads that will work well in gdb.

[Function]gdb.interrupt ()
This causesgdb to react as if the user had typed a control-C character at the terminal.
That is, if the inferior is running, it is interrupted; if a gdb command is executing, it
is stopped; and if a Python command is running,KeyboardInterrupt will be raised.

Unlike most Python APIs in gdb, interrupt is thread-safe.

[Function]gdb.post_event (event)
Put event, a callable object taking no arguments, intogdb's internal event queue.
This callable will be invoked at some later point, during gdb's event processing.
Events posted usingpost_event will be run in the order in which they were posted;
however, there is no way to know when they will be processed relative to other events
inside gdb.

Unlike most Python APIs in gdb, post_event is thread-safe. For example:
(gdb) python

>import threading

>

>class Writer():

> def __init__(self, message):

> self.message = message;

> def __call__(self):

> gdb.write(self.message)
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not throw this exception itself, but rather recognizes it when thrown from user
Python code. Example:

(gdb) python

>class HelloWorld (gdb.Command):

> """Greet the whole world."""

> def __init__ (self):

> super (HelloWorld, self).__init__ ("hello-world", gdb.COMMAND_USER)

> def invoke (self, args, from_tty):

> argv = gdb.string_to_argv (args)

> if len (argv) != 0:

> raise gdb.GdbError ("hello-world takes no arguments")

> print ("Hello, World!")

>HelloWorld ()

>end

(gdb) hello-world 42

hello-world takes no arguments

23.3.2.4 Values From Inferior
gdb provides values it obtains from the inferior program in an object of type gdb.Value.
gdb
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styling True if gdb should apply styling to the returned string. When styling
is applied, the returned string might contain ANSI terminal escape se-
quences. Escape sequences will only be included if styling is turned on,
see Section 22.5 [Output Styling], page 371. Additionally,gdb only styles
some value contents, so not every output string will contain escape se-
quences.

When False , which is the default, no output styling is applied.

summary Truewhen just a summary should be printed. In this mode, scalar values
are printed in their entirety, but aggregates such as structures or unions
are omitted. This mode is used byset print frame-arguments scalars
(see Section 10.9 [Print Settings], page 157).

[Function]Value.to_array ()
If this value is array-like (see [Type.is array like], page 419), then this method con-
verts it to an array, which is returned. If this value is already an array, it is simply
returned. Otherwise, an exception is throw.

[Function]Value.string ([encoding[, errors[, length]]])
If this gdb.Value represents a string, then this method converts the contents to a
Python string. Otherwise, this method will throw an exception.

Values are interpreted as strings according to the rules of the current language. If
the optional length argument is given, the string will be converted to that length,
and will include any embedded zeroes that the string may contain. Otherwise, for
languages where the string is zero-terminated, the entire string will be converted.

For example, in C-like languages, a value is a string if it is a pointer to or an array of
characters or ints of type wchar_t , char16_t , or char32_t .

If the optional encoding argument is given, it must be a string naming the encoding
of the string in the gdb.Value , such as"ascii" , "iso-8859-6" or "utf-8" . It ac-
cepts the same encodings as the corresponding argument to Python'sstring.decode
method, and the Python codec machinery will be used to convert the string. Ifencod-
ing is not given, or if encoding is the empty string, then either the target-charset
(see Section 10.21 [Character Sets], page 187) will be used, or a language-speci�c
encoding will be used, if the current language is able to supply one.

The optional errors argument is the same as the corresponding argument to Python's
string.decode method.

If the optional length argument is given, the string will be fetched and converted to
the given length.

[Function]Value.lazy_string ([encoding [, length]])
This method attempts to convert this gdb.Value to a gdb.LazyString (see Sec-
tion 23.3.2.35 [Lazy Strings In Python], page 496). Values of array or pointer type
can be converted; for other types, this method will throw an exception.

If the optional encoding argument is given, it must be a string naming the encoding
of the gdb.LazyString . Some examples are:àscii ', `iso-8859-6 ' or `utf-8 '. If the
encoding argument is an encoding thatgdb does recognize,gdb will raise an error.
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Once the dictionaries are combined, pruned and sorted,gdb creates an iterator which
wraps each frame in the call stack in aFrameDecorator object, and calls each �lter in order.
The output from the previous �lter will always be the input to the next �lter, and so on.

Frame �lters have a mandatory interface which each frame �lter must implement, de�ned
here:

[Function]FrameFilter.filter (iterator)
gdb will call this method on a frame �lter when it has reached the order in the priority
list for that �lter.

For example, if there are four frame �lters:
Name Priority

Filter1 5

Filter2 10

Filter3 100

Filter4 1

The order that the frame �lters will be called is:
Filter3 -> Filter2 -> Filter1 -> Filter4

Note that the output from Filter3 is passed to the input ofFilter2, and so on.

This filter method is passed a Python iterator. This iterator contains a sequence of
frame decorators that wrap eachgdb.Frame, or a frame decorator that wraps another
frame decorator. The �rst �lter that is executed in the sequence of frame �lters will
receive an iterator entirely comprised of defaultFrameDecorator objects. However,
after each frame �lter is executed, the previous frame �lter may have wrapped some
or all of the frame decorators with their own frame decorator. As frame decorators
must also conform to a mandatory interface, these decorators can be assumed to act
in a uniform manner (see Section 23.3.2.11 [Frame Decorator API], page 432).

This method must return an object conforming to the Python iterator protocol. Each
item in the iterator must be an object conforming to the frame decorator interface.
If a frame �lter does not wish to perform any operations on this iterator, it should
return that iterator untouched.

This method is not optional. If it does not exist, gdb will raise and print an error.

[Variable]FrameFilter.name
The name attribute must be Python string which contains the name of the �lter dis-
played by gdb (see Section 8.6 [Frame Filter Management], page 122). This attribute
may contain any combination of letters or numbers. Care should be taken to ensure
that it is unique. This attribute is mandatory.

[Variable]FrameFilter.enabled
The enabled attribute must be Python boolean. This attribute indicates to gdb
whether the frame �lter is enabled, and should be considered when frame �lters are
executed. If enabled is True, then the frame �lter will be executed when any of
the backtrace commands detailed earlier in this chapter are executed. Ifenabled is
False, then the frame �lter will not be executed. This attribute is mandatory.
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If this function returns None, gdb will not print any data for this �eld.

[Function]FrameDecorator.address (self)
This method returns the address of the frame that is to be printed.

This method must return a Python numeric integer type of su�cient size to describe
the address of the frame, orNone.

If this function returns a None, gdb will not print any data for this �eld.

[Function]FrameDecorator.filename (self)
This method returns the �lename and path associated with this frame.

This method must return a Python string containing the �lename and the path to
the object �le backing the frame, or None.

If this function returns a None, gdb will not print any data for this �eld.

[Function]FrameDecorator.line (self):
This method returns the line number associated with the current position within the
function addressed by this frame.

This method must return a Python integer type, or None.

If this function returns a None, gdb will not print any data for this �eld.

[Function]FrameDecorator.frame_args (self)
This method must return an iterable, or None. Returning an empty iterable, or None
means frame arguments will not be printed for this frame. This iterable must contain
objects that implement two methods, described here.

This object must implement a symbol method which takes a singleself parameter
and must return a gdb.Symbol (see Section 23.3.2.30 [Symbols In Python], page 484),
or a Python string. The object must also implement a value method which takes
a singleself parameter and must return a gdb.Value (see Section 23.3.2.4 [Values
From Inferior], page 411), a Python value, or None. If the value method returns
None, and the argument method returns a gdb.Symbol, gdb will look-up and print
the value of the gdb.Symbol automatically.

A brief example:
class SymValueWrapper():

def __init__(self, symbol, value):

self.sym = symbol

self.val = value

def value(self):

return self.val

def symbol(self):

return self.sym

class SomeFrameDecorator()

...

...

def frame_args(self):

args = []

try:
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frame. A running gdb maintains a list of the unwinders and calls each unwinder's sni�er
in turn until it �nds the one that recognizes the current frame. There is an API to register
an unwinder.

The unwinders that come with gdb handle standard frames. However, mixed language
applications (for example, an application running Java Virtual Machine) sometimes use
frame layouts that cannot be handled by thegdb unwinders. You can write Python code
that can handle such custom frames.

You implement a frame unwinder in Python as a class with which has two attributes,
name and enabled, with obvious meanings, and a single method__call__, which examines
a given frame and returns an object (an instance ofgdb.UnwindInfo class) describing it.
If an unwinder does not recognize a frame, it should returnNone. The code in gdb that
enables writing unwinders in Python uses this object to return frame's ID and previous
frame registers whengdb core asks for them.

An unwinder should do as little work as possible. Some otherwise innocuous operations
can cause problems (even crashes, as this code is not well-hardened yet). For example,
making an inferior call from an unwinder is unadvisable, as an inferior call will resetgdb's
stack unwinding process, potentially causing re-entrant unwinding.

Unwinder Input
An object passed to an unwinder (agdb.PendingFrame instance) provides a method to
read frame's registers:

[Function]PendingFrame.read_register (register)
This method returns the contents of register in the frame as agdb.Value object. For
a description of the acceptable values ofregister see [Frame.readregister], page 481.
If register does not name a register for the current architecture, this method will
throw an exception.

Note that this method will always return a gdb.Value for a valid register name. This
does not mean that the value will be valid. For example, you may request a register
that an earlier unwinder could not unwind|the value will be unavailable. Instead,
the gdb.Value returned from this method will be lazy; that is, its underlying bits
will not be fetched until it is �rst used. So, attempting to use such a value will cause
an exception at the point of use.

The type of the returned gdb.Value depends on the register and the architecture. It
is common for registers to have a scalar type, likelong long; but many other types
are possible, such as pointer, pointer-to-function, 
oating point or vector types.

It also provides a factory method to create agdb.UnwindInfo instance to be returned
to gdb:

[Function]PendingFrame.create_unwind_info (frame id)
Returns a newgdb.UnwindInfo instance identi�ed by given frame id. The frame id
is used internally by gdb to identify the frames within the current thread's stack.
The attributes of frame id determine what type of frame is created within gdb:

sp, pc The frame is identi�ed by the given stack address and PC. The stack
address must be chosen so that it is constant throughout the lifetime of
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events.breakpoint_created

This is emitted when a new breakpoint has been created. The argument that
is passed is the newgdb.Breakpoint object.

events.breakpoint_modified

This is emitted when a breakpoint has been modi�ed in some way. The argu-
ment that is passed is the newgdb.Breakpoint object.

events.breakpoint_deleted

This is emitted when a breakpoint has been deleted. The argument that
is passed is thegdb.Breakpoint object. When this event is emitted, the
gdb.Breakpoint object will already be in its invalid state; that is, the is_

valid method will return False.

events.before_prompt

This event carries no payload. It is emitted each timegdb presents a prompt
to the user.

events.new_inferior

This is emitted when a new inferior is created. Note that the inferior is not
necessarily running; in fact, it may not even have an associated executable.

The event is of type gdb.NewInferiorEvent. This has a single attribute:

[Variable]NewInferiorEvent.inferior
The new inferior, a gdb.Inferior object.

events.inferior_deleted

This is emitted when an inferior has been deleted. Note that this is not the
same as process exit; it is noti�ed when the inferior itself is removed, say via
remove-inferiors.

The event is of type gdb.InferiorDeletedEvent. This has a single attribute:

[Variable]InferiorDeletedEvent.inferior
The inferior that is being removed, a gdb.Inferior object.

events.new_thread

This is emitted when gdb notices a new thread. The event is of type
gdb.NewThreadEvent, which extends gdb.ThreadEvent. This has a single
attribute:

[Variable]NewThreadEvent.inferior_thread
The new thread.

events.thread_exited

This is emitted when gdb notices a thread has exited. The event is of type
gdb.ThreadExitedEvent which extends gdb.ThreadEvent. This has a single
attribute:

[Variable]ThreadExitedEvent.inferior_thread
The exiting thread.
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[Variable]RecordInstruction.sal
A gdb.Symtab_and_line object representing the associated symtab and line of this
instruction. May be None if no debug information is available.

[Variable]RecordInstruction.is_speculative
A boolean indicating whether the instruction was executed speculatively.

If an error occurred during recording or decoding a recording, this error is represented
by a gdb.RecordGap object in the instruction list. It has the following attributes:

[Variable]RecordGap.number
An integer identifying this gap. number corresponds to the numbers seen inrecord
instruction-history (see Chapter 7 [Process Record and Replay], page 103).

[Variable]RecordGap.error_code
A numerical representation of the reason for the gap. The value is speci�c to the
current recording method.

[Variable]RecordGap.error_string
A human readable string with the reason for the gap.

Somegdb features write auxiliary information into the execution history. This infor-
mation is represented by agdb.RecordAuxiliary object in the instruction list. It has the
following attributes:

[Variable]RecordAuxiliary.number
An integer identifying this auxiliary. number corresponds to the numbers seen
in record instruction-history (see Chapter 7 [Process Record and Replay],
page 103).

[Variable]RecordAuxiliary.data
A string representation of the auxiliary data.

A gdb.RecordFunctionSegment object has the following attributes:

[Variable]RecordFunctionSegment.number
An integer identifying this function segment. number corresponds to the numbers
seen inrecord function-call-history (see Chapter 7 [Process Record and Replay],
page 103).

[Variable]RecordFunctionSegment.symbol
A gdb.Symbol object representing the associated symbol. May beNone if no debug
information is available.

[Variable]RecordFunctionSegment.level
An integer representing the function call's stack level. May beNone if the function
call is a gap.

[Variable]RecordFunctionSegment.instructions
A list of gdb.RecordInstruction or gdb.RecordGap objects associated with this
function call.
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[Function]Command.invoke (argument, from tty)
This method is called by gdb when this command is invoked.
argument is a string. It is the argument to the command, after leading and trailing
whitespace has been stripped.
from tty is a boolean argument. When true, this means that the command was
entered by the user at the terminal; when false it means that the command came
from elsewhere.
If this method throws an exception, it is turned into a gdb error call. Otherwise,
the return value is ignored.
To break argument up into an argv-like string use gdb.string_to_argv. This func-
tion behaves identically to gdb's internal argument lexer buildargv. It is recom-
mended to use this for consistency. Arguments are separated by spaces and may be
quoted. Example:

print gdb.string_to_argv ("1 2\ \\\"3 '4 \"5' \"6 '7\"")

['1', '2 "3', '4 "5', "6 '7"]

[Function]Command.complete (text, word)
This method is called by gdb when the user attempts completion on this command.
All forms of completion are handled by this method, that is, the TAB and M-? key
bindings (see Section 3.3 [Completion], page 24), and thecomplete command (see
Section 3.6 [Help], page 29).
The arguments text and word are both strings; text holds the complete command
line up to the cursor's location, while word holds the last word of the command line;
this is computed using a word-breaking heuristic.
The complete method can return several values:
• If the return value is a sequence, the contents of the sequence are used as the

completions. It is up to complete to ensure that the contents actually do com-
plete the word. A zero-length sequence is allowed, it means that there were
no completions available. Only string elements of the sequence are used; other
elements in the sequence are ignored.

• If the return value is one of the C̀OMPLETE_' constants de�ned below, then the
correspondinggdb-internal completion function is invoked, and its result is used.

• All other results are treated as though there were no available completions.

When a new command is registered, it must be declared as a member of some general
class of commands. This is used to classify top-level commands in the on-line help system;
note that pre�x commands are not listed under their own category but rather that of their
top-level command. The available classi�cations are represented by constants de�ned in the
gdb module:

gdb.COMMAND_NONE

The command does not belong to any particular class. A command in this
category will not be displayed in any of the help categories.

gdb.COMMAND_RUNNING

The command is related to running the inferior. For example, start, step,
and continue are in this category. Type help running at the gdb prompt to
see a list of commands in this category.
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gdb.COMMAND_DATA
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gdb.COMMAND_MAINTENANCE

The command is only useful to gdb maintainers. The maintenance and
flushregs commands are in this category. Typehelp internals at the gdb
prompt to see a list of commands in this category.

A new command can use a prede�ned completion function, either by specifying it via an
argument at initialization, or by returning it from the complete method. These prede�ned
completion constants are all de�ned in the gdb module:

gdb.COMPLETE_NONE

This constant means that no completion should be done.

gdb.COMPLETE_FILENAME

This constant means that �lename completion should be performed.

gdb.COMPLETE_LOCATION

This constant means that location completion should be done. See Section 9.2
[Location Speci�cations], page 126.

gdb.COMPLETE_COMMAND

This constant means that completion should examinegdb command names.

gdb.COMPLETE_SYMBOL

This constant means that completion should be done using symbol names as
the source.

gdb.COMPLETE_EXPRESSION

This constant means that completion should be done on expressions. Often
this means completing on symbol names, but some language parsers also have
support for completing on �eld names.

The following code snippet shows how a trivial CLI command can be implemented in
Python:

class HelloWorld (gdb.Command):

"""Greet the whole world."""

def __init__ (self):

super (HelloWorld, self).__init__ ("hello-world", gdb.COMMAND_USER)

def invoke (self, arg, from_tty):

print ("Hello, World!")

HelloWorld ()

The last line instantiates the class, and is necessary to trigger the registration of the
command with gdb. Depending on how the Python code is read intogdb, you may need
to import the gdb module explicitly.

23.3.2.22 gdb/mi Commands In Python
It is possible to addgdb/mi (see Chapter 27 [GDB/MI], page 591) commands implemented
in Python. A gdb/mi command is implemented using an instance of thegdb.MICommand
class, most commonly using a subclass.
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[Function]MICommand.__init__ (name)
The object initializer for MICommand registers the new command withgdb. This
initializer is normally invoked from the subclass' own __init__ method.

name is the name of the command. It must be a valid name of agdb/mi command,
and in particular must start with a hyphen ( -). Reusing the name of a built-in
gdb/mi is not allowed, and a RuntimeError will be raised. Using the name of an
gdb/mi command previously de�ned in Python is allowed, the previous command
will be replaced with the new command.

[Function]MICommand.invoke (arguments)
This method is called by gdb when the new MI command is invoked.

arguments is a list of strings. Note, that --thread and --frame arguments are
handled by gdb itself therefore they do not show up inarguments.

If this method raises an exception, then it is turned into a gdb/mi ^error response.
Only gdb.GdbError exceptions (or its sub-classes) should be used for reporting errors
to users, any other exception type is treated as a failure of theinvoke method,
and the exception will be printed to the error stream according to the set python

print-stack setting (see [set python print-stack], page 402).

If this method returns None, then the gdb/mi command will return a ^done response
with no additional values.

Otherwise, the return value must be a dictionary, which is converted to agdb/mi
result-record (see Section 27.4.2 [GDB/MI Output Syntax], page 595). The keys of
this dictionary must be strings, and are used asvariable names in the result-record,
these strings must comply with the naming rules detailed below. The values of this
dictionary are recursively handled as follows:

• If the value is Python sequence or iterator, it is converted togdb/mi list with
elements converted recursively.

• If the value is Python dictionary, it is converted to gdb/mi tuple. Keys in that
dictionary must be strings, which comply with the variable naming rules detailed
below. Values are converted recursively.

• Otherwise, value is �rst converted to a Python string using str () and then
converted to gdb/mi const.

The strings used forvariable names in thegdb/mi output must follow the following
rules; the string must be at least one character long, the �rst character must be in the
set [a-zA-Z], while every subsequent character must be in the set[-_a-zA-Z0-9].

An instance of MICommand has the following attributes:

[Variable]MICommand.name
A string, the name of this gdb/mi command, as was passed to the__init__ method.
This attribute is read-only.

[Variable]MICommand.installed
A boolean value indicating if this command is installed ready for a user to call from
the command line. Commands are automatically installed when they are instantiated,
after which this attribute will be True.
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If later, a new command is created with the same name, then the original command
will become uninstalled, and this attribute will be False.

This attribute is read-write, setting this attribute to False will uninstall the com-
mand, removing it from the set of available commands. Setting this attribute to
True will install the command for use. If there is already a Python command with
this name installed, the currently installed command will be uninstalled, and this
command installed in its stead.

The following code snippet shows how some trivial MI commands can be implemented
in Python:

class MIEcho(gdb.MICommand):

"""Echo arguments passed to the command."""

def __init__(self, name, mode):

self._mode = mode

super(MIEcho, self).__init__(name)

def invoke(self, argv):

if self._mode == 'dict':

return { 'dict': { 'argv' : argv } }

elif self._mode == 'list':

return { 'list': argv }

else:

return { 'string': ", ".join(argv) }

MIEcho("-echo-dict", "dict")

MIEcho("-echo-list", "list")

MIEcho("-echo-string", "string")

The last three lines instantiate the class three times, creating three newgdb/mi
commands -echo-dict, -echo-list, and -echo-string. Each time a subclass of
gdb.MICommand is instantiated, the new command is automatically registered withgdb.

Depending on how the Python code is read intogdb, you may need to import the gdb

module explicitly.

The following example shows agdb session in which the above commands have been
added:

(gdb)

-echo-dict abc def ghi

^done,dict={argv=["abc","def","ghi"]}

(gdb)

-echo-list abc def ghi

^done,list=["abc","def","ghi"]

(gdb)

-echo-string abc def ghi

^done,string="abc, def, ghi"

(gdb)

Conversely, it is possible to executegdb/mi commands from Python, with the re-
sults being a Python object and not a specially-formatted string. This is done with the
gdb.execute_mi function.
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does not implement one of these methods,gdb will not attempt to call it. Additional new
methods may be added to the window protocol in the future.gdb guarantees that they will
begin with a lower-case letter, so you can start implementation methods with upper-case
letters or underscore to avoid any future con
icts.

[Function]Window.close ()
When the TUI window is closed, thegdb.TuiWindow object will be put into an invalid
state. At this time, gdb will call close method on the window object.
After this method is called, gdb will discard any references it holds on this window
object, and will no longer call methods on this object.

[Function]Window.render ()
In some situations, a TUI window can change size. For example, this can happen if
the user resizes the terminal, or changes the layout. When this happens,gdb will
call the render method on the window object.
If your window is intended to update in response to changes in the inferior, you will
probably also want to register event listeners and send output to thegdb.TuiWindow.

[Function]Window.hscroll (num)
This is a request to scroll the window horizontally. num is the amount by which
to scroll, with negative numbers meaning to scroll right. In the TUI model, it is
the viewport that moves, not the contents. A positive argument should cause the
viewport to move right, and so the content should appear to move to the left.

[Function]Window.vscroll (num)
This is a request to scroll the window vertically. num is the amount by which to
scroll, with negative numbers meaning to scroll backward. In the TUI model, it is
the viewport that moves, not the contents. A positive argument should cause the
viewport to move down, and so the content should appear to move up.

[Function]Window.click (x, y, button)
This is called on a mouse click in this window. x and y are the mouse coordinates
inside the window (0-based, from the top left corner), andbutton speci�es which
mouse button was used, whose values can be 1 (left), 2 (middle), or 3 (right).
When TUI mouse events are disabled by turning o� the tui mouse-events setting
(see [set tui mouse-events], page 588), thenclick will not be called.

23.3.2.40 Instruction Disassembly In Python
gdb's builtin disassembler can be extended, or even replaced, using the Python API. The
disassembler related features are contained within thegdb.disassembler module:

[class]gdb.disassembler.DisassembleInfo
Disassembly is driven by instances of this class. Each timegdb needs to disassemble
an instruction, an instance of this class is created and passed to a registered disas-
sembler. The disassembler is then responsible for disassembling an instruction and
returning a result.
Instances of this type are usually created withingdb, however, it is possible to create
a copy of an instance of this type, see the description of__init__ for more details.
This class has the following properties and methods:
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function of the instruction, but which is disjoint from the primary mnemonic
(which will have styled STYLE_MNEMONIC).

As an example, consider this AArch64 instruction:
add w16, w7, w1, lsl #1

The add is the primary instruction mnemonic, and would be given styleSTYLE_
MNEMONIC, while lsl is the sub-mnemonic, and would be given the styleSTYLE_
SUB_MNEMONIC.

gdb styles text with this style using the disassembler mnemonic style setting.

gdb.disassembler.STYLE_ASSEMBLER_DIRECTIVE

Sometimes a series of bytes doesn't decode to a valid instruction. In this case
the disassembler may choose to represent the result of disassembling using an
assembler directive, for example:

.word 0x1234

In this case, the .word would be give the STYLE_ASSEMBLER_DIRECTIVE style.
An assembler directive is similar to a mnemonic in many ways but is something
that is not part of the architecture's instruction set.

gdb styles text with this style using the disassembler mnemonic style setting.

gdb.disassembler.STYLE_REGISTER

This style is used for styling any text that represents a register name, or register
number, within a disassembled instruction.

gdb styles text with this style using the disassembler register style setting.

gdb.disassembler.STYLE_ADDRESS

This style is used for styling numerical values that represent absolute addresses
within the disassembled instruction.

When creating a DisassemblerTextPart with this style, you should consider
if a DisassemblerAddressPart would be more appropriate. See [Disassembler
Styling Parts], page 506, for a description of what each part o�ers.

gdb styles text with this style using the disassembler address style setting.

gdb.disassembler.STYLE_ADDRESS_OFFSET

This style is used for styling numerical values that represent o�sets to addresses
within the disassembled instruction. A value is considered an address o�set
when the instruction itself is going to access memory, and the value is being
used to o�set which address is accessed.

For example, an architecture might have an instruction that loads from mem-
ory using an address within a register. If that instruction also allowed for an
immediate o�set to be encoded into the instruction, this would be an address
o�set. Similarly, a branch instruction might jump to an address in a register
plus an address o�set that is encoded into the instruction.

gdb styles text with this style using the disassembler immediate style setting.

gdb.disassembler.STYLE_IMMEDIATE

UseSTYLE_IMMEDIATE for any numerical values within a disassembled instruc-
tion when those values are not addresses, address o�sets, or register numbers
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(The styles STYLE_ADDRESS, STYLE_ADDRESS_OFFSET, or STYLE_REGISTER can
be used in those cases).

gdb styles text with this style using the disassembler immediate style setting.

gdb.disassembler.STYLE_SYMBOL

This style is used for styling the textual name of a symbol that is included
within a disassembled instruction. A symbol name is often included next to
an absolute address within a disassembled instruction to make it easier for the
user to understand what the address is referring too. For example:

call 0x401136 <foo>

Herefoo is the name of a symbol, and should be given theSTYLE_SYMBOL style.

Adding symbols next to absolute addresses like this is handled automatically
by the DisassemblerAddressPart class (see [Disassembler Styling Parts],
page 506).

gdb styles text with this style using the disassembler symbol style setting.

gdb.disassembler.STYLE_COMMENT_START

This style is used to start a line comment in the disassembly output. Unlike
other styles, which only apply to the singleDisassemblerTextPiece to which
they are applied, the comment style is sticky, and overrides the style of any
further pieces within this instruction.

This means that, after a STYLE_COMMENT_START piece has been seen,gdb will
apply the comment style until the end of the line, ignoring the speci�c style
within a piece.

gdb styles text with this style using the disassembler comment style setting.

The following functions are also contained in thegdb.disassembler module:

[Function]register_disassembler (disassembler, architecture)
The disassembler must be a sub-class ofgdb.disassembler.Disassembler or None.

The optional architecture is either a string, or the value None. If it is a string,
then it should be the name of an architecture known to gdb, as returned either
from gdb.Architecture.name (see [gdb.Architecture.name], page 497), or from
gdb.architecture_names (see [gdb.architecturenames], page 408).

The disassembler will be installed for the architecture named by architecture, or if
architecture is None, then disassembler will be installed as a global disassembler for
use by all architectures.

gdb only records a single disassembler for each architecture, and a single global
disassembler. Callingregister_disassembler for an architecture, or for the global
disassembler, will replace any existing disassembler registered for thatarchitecture
value. The previous disassembler is returned.

If disassembler is None then any disassembler currently registered forarchitecture is
deregistered and returned.

When gdb is looking for a disassembler to use,gdb �rst looks for an architecture
speci�c disassembler. If none has been registered thengdb looks for a global disas-
sembler (one registered witharchitecture set to None). Only one disassembler is called
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to perform disassembly, so, if there is both an architecture speci�c disassembler, and
a global disassembler registered, it is the architecture speci�c disassembler that will
be used.

gdb tracks the architecture speci�c, and global disassemblers separately, so it doesn't
matter in which order disassemblers are created or registered; an architecture speci�c
disassembler, if present, will always be used in preference to a global disassembler.

You can use the maint info python-disassemblers command (see [maint info
python-disassemblers], page 730) to see which disassemblers have been registered.

[Function]builtin_disassemble (info)
This function calls back into gdb's builtin disassembler to disassemble the instruction
identi�ed by info, an instance, or sub-class, ofDisassembleInfo.

When the builtin disassembler needs to read memory theread_memory method on
info will be called. By sub-classingDisassembleInfo and overriding the read_memory

method, it is possible to intercept calls toread_memory from the builtin disassembler,
and to modify the values returned.

It is important to understand that, even when DisassembleInfo.read_memory raises
a gdb.MemoryError, it is the internal disassembler itself that reports the memory error
to gdb. The reason for this is that the disassembler might probe memory to see if a
byte is readable or not; if the byte can't be read then the disassembler may choose not
to report an error, but instead to disassemble the bytes that it does have available.

If the builtin disassembler is successful then an instance ofDisassemblerResult
is returned from builtin_disassemble, alternatively, if something goes wrong, an
exception will be raised.

A MemoryError will be raised if builtin_disassemble is unable to read some memory
that is required in order to perform disassembly correctly.

Any exception that is not a MemoryError, that is raised in a call to read_memory,
will pass through builtin_disassemble, and be visible to the caller.

Finally, there are a few cases wheregdb's builtin disassembler can fail for reasons
that are not covered by MemoryError. In these cases, aGdbError will be raised. The
contents of the exception will be a string describing the problem the disassembler
encountered.

Here is an example that registers a global disassembler. The new disassembler invokes
the builtin disassembler, and then adds a comment,## Comment, to each line of disassembly
output:

class ExampleDisassembler(gdb.disassembler.Disassembler):

def __init__(self):

super().__init__("ExampleDisassembler")

def __call__(self, info):

result = gdb.disassembler.builtin_disassemble(info)

length = result.length

text = result.string + "\t## Comment"

return gdb.disassembler.DisassemblerResult(length, text)

gdb.disassembler.register_disassembler(ExampleDisassembler())
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The following example creates a sub-class ofDisassembleInfo in order to intercept the
read_memory calls, within read_memory any bytes read from memory have the two 4-bit
nibbles swapped around. This isn't a very useful adjustment, but serves as an example.

class MyInfo(gdb.disassembler.DisassembleInfo):

def __init__(self, info):

super().__init__(info)

def read_memory(self, length, offset):

buffer = super().read_memory(length, offset)

result = bytearray()

for b in buffer:

v = int.from_bytes(b, 'little')

v = (v << 4) & 0xf0 | (v >> 4)

result.append(v)

return memoryview(result)

class NibbleSwapDisassembler(gdb.disassembler.Disassembler):

def __init__(self):

super().__init__("NibbleSwapDisassembler")

def __call__(self, info):

info = MyInfo(info)

return gdb.disassembler.builtin_disassemble(info)

gdb.disassembler.register_disassembler(NibbleSwapDisassembler())

23.3.2.41 Missing Debug Info In Python
When gdb encounters a new obj�le (see Section 23.3.2.27 [Obj�les In Python], page 476),
e.g. the primary executable, or any shared libraries used by the inferior,gdb will attempt
to load the corresponding debug information for that obj�le. The debug information might
be found within the obj�le itself, or within a separate obj�le which gdb will automatically
locate and load.

Sometimes though,gdb might not �nd any debug information for an obj�le, in this case
the debugging experience will be restricted.

If gdb fails to locate any debug information for a particular obj�le, there is an oppor-
tunity for a Python extension to step in. A Python extension can potentially locate the
missing debug information using some platform- or project-speci�c steps, and informgdb
of its location. Or a Python extension might provide some platform- or project-speci�c
advice to the user about how to obtain the missing debug information.

A missing debug information Python extension consists of a handler object which has the
name and enabled attributes, and implements the __call__ method. Whengdb encounters
an obj�le for which it is unable to �nd any debug information, it invokes the __call__

method. Full details of how handlers are written can be found below.

The gdb.missing_debug Module
gdb comes with agdb.missing_debug module which contains the following class and global
function:

[class]gdb.missing_debug.MissingDebugHandler
MissingDebugHandler is a base class from which user-created handlers can derive,
though it is not required that handlers derive from this class, so long as any user
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Invoking the __call__ method from this base class will raise a
NotImplementedError exception.

[Variable]MissingObjfileHandler.name
A read-only attribute which is a string, the name of this handler passed to the
__init__ method.

[Variable]MissingObjfileHandler.enabled
A modi�able attribute containing a boolean; when True, the handler is enabled,
and will be used bygdb. When False, the handler has been disabled, and will
not be used.

[Function]gdb.missing_objfile.register_handler (locus, handler,
replace=False)

Register a new missing-obj�le handler with gdb.

handler is an instance of a sub-class of MissingObjfileHandler, or at
least an instance of an object that has the same attributes and methods as
MissingObjfileHandler.

locus speci�es to which handler list to prepend handler. It can be either a
gdb.Progspace (see Section 23.3.2.26 [Progspaces In Python], page 473) orNone, in
which case the handler is registered globally. The newly registeredhandler will be
called before any other handler from the same locus. Two handlers in the same locus
cannot have the same name, an attempt to add a handler with an already existing
name raises an exception unlessreplace is True, in which case the old handler is
deleted and the new handler is prepended to the selected handler list.

gdb �rst calls the handlers for the current program space, and then the globally
registered handlers. As soon as a handler returns a value other thanNone, no further
handlers are called.

Managing Missing-Obj�le Handlers
gdb de�nes the following commands to manage registered missing-obj�le handlers:

info missing-objfile-handlers [ locus [ name-regexp ] ]
Lists all registered missing-obj�le handlers. Arguments locus and name-regexp
are both optional and can be used to �lter which handlers are listed.

The locus argument should be eitherglobal, progspace, or the name of an
object �le. Only handlers registered for the speci�ed locus will be listed.

The name-regexp is a regular expression used to match against handler names.

disable missing-objfile-handler [ locus [ name-regexp ] ]
The locus andname-regexp are interpreted as ininfo missing-objfile-handlers

above, but instead of listing the matching handlers, all of the matching
handlers are disabled. Theenabled �eld of each matching handler is set to
False.

enable missing-objfile-handler [ locus [ name-regexp ] ]
The locus andname-regexp are interpreted as ininfo missing-objfile-handlers

above, but instead of listing the matching handlers, all of the matching
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handlers are enabled. Theenabled �eld of each matching handler is set to
True.

23.3.3 Python Auto-loading
When a new object �le is read (for example, due to thefile command, or because the
inferior has loaded a shared library),gdb will look for Python support scripts in several
ways: objfile-gdb.py and .debug_gdb_scripts section. See Section 23.5 [Auto-loading
extensions], page 574.

The auto-loading feature is useful for supplying application-speci�c debugging commands
and scripts.

Auto-loading can be enabled or disabled, and the list of auto-loaded scripts can be
printed.

set auto-load python-scripts [on|off]

Enable or disable the auto-loading of Python scripts.

show auto-load python-scripts

Show whether auto-loading of Python scripts is enabled or disabled.

info auto-load python-scripts [regexp]

Print the list of all Python scripts that gdb auto-loaded.
Also printed is the list of Python scripts that were mentioned in the .debug_

gdb_scripts section and were either not found (see Section 23.5.2 [dotde-
bug gdb scripts section], page 575) or were not auto-loaded due toauto-load
safe-path rejection (see Section 22.8 [Auto-loading], page 376). This is useful
because their names are not printed whengdb tries to load them and fails.
There may be many of them, and printing an error message for each one is
problematic.
If regexp is supplied only Python scripts with matching names are printed.
Example:

(gdb) info auto-load python-scripts

Loaded Script

Yes py-section-script.py

full name: /tmp/py-section-script.py

No my-foo-pretty-printers.py

When reading an auto-loaded �le or script, gdb sets the current objfile. This is avail-
able via the gdb.current_objfile function (see Section 23.3.2.27 [Obj�les In Python],
page 476). This can be useful for registering obj�le-speci�c pretty-printers and frame-�lters.

23.3.4 Python modules
gdb comes with several modules to assist writing Python code.

23.3.4.1 gdb.printing
This module provides a collection of utilities for working with pretty-printers.

PrettyPrinter (name, subprinters=None)

This class speci�es the API that makes ìnfo pretty-printer', `enable
pretty-printer' and `disable pretty-printer' work. Pretty-printers
should generally inherit from this class.
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SubPrettyPrinter (name)

For printers that handle multiple types, this class speci�es the corresponding
API for the subprinters.

RegexpCollectionPrettyPrinter (name)

Utility class for handling multiple printers, all recognized via regular expres-
sions. See Section 23.3.2.8 [Writing a Pretty-Printer], page 426, for an example.

FlagEnumerationPrinter (name)

A pretty-printer which handles printing of enum values. Unlike gdb's built-
in enum printing, this printer attempts to work properly when there is some
overlap between the enumeration constants. The argumentname is the name
of the printer and also the name of theenum type to look up.

register_pretty_printer (obj, printer, replace=False)

Register printer with the pretty-printer list of obj. If replace is True then any
existing copy of the printer is replaced. Otherwise aRuntimeError exception
is raised if a printer with the same name already exists.

23.3.4.2 gdb.types
This module provides a collection of utilities for working with gdb.Type objects.

get_basic_type (type)

Return type with const and volatile quali�ers stripped, and with typedefs and
C++ references converted to the underlying type.

C++ example:
typedef const int const_int;

const_int foo (3);

const_int& foo_ref (foo);

int main () { return 0; }

Then in gdb:
(gdb) start

(gdb) python import gdb.types

(gdb) python foo_ref = gdb.parse_and_eval("foo_ref")

(gdb) python print gdb.types.get_basic_type(foo_ref.type)

int

has_field (type, field)

Return True if type, assumed to be a type with �elds (e.g., a structure or
union), has �eld field.

make_enum_dict (enum_type)

Return a Python dictionary type produced from enum type.

deep_items (type)

Returns a Python iterator similar to the standard gdb.Type.iteritems

method, except that the iterator returned by deep_items will recursively
traverse anonymous struct or union �elds. For example:

struct A

{

int a;

union {
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\n Substitute a newline.

\p Substitute a parameter's value; the argument names the parameter.

\r Substitute a carriage return.

\t Substitute the selected thread; an argument names a thread pa-
rameter.

\v Substitute the version of GDB.

\w Substitute the current working directory.

\[ Begin a sequence of non-printing characters. These sequences are
typically used with the ESC character, and are not counted in the
string length. Example: \ \[\e[0;34m\](gdb)\[\e[0m\]" will return
a blue-colored \(gdb)" prompt where the length is �ve.

\] End a sequence of non-printing characters.

For example:
substitute_prompt ("frame: \f, args: \p{print frame-arguments}")

will return the string:

"frame: main, args: scalars"

23.3.4.4 gdb.ptwrite
This module provides additional functionality for recording programs that make use of the
PTWRITE instruction. PTWRITE is a x86 instruction that allows to write values into the Intel
Processor Trace (see Chapter 7 [Process Record and Replay], page 103). Thegcc intrinsics
for it are:

void _ptwrite32 (unsigned int a)

void _ptwrite64 (unsigned __int64 a)

If an inferior uses the instruction, gdb by default inserts the raw payload value as
auxiliary information into the execution history. Auxiliary information is by default printed
during record instruction-history, record function-call-history, and all stepping
commands, and is accessible in Python as aRecordAuxiliary object (see Section 23.3.2.20
[Recordings In Python], page 459).

Sample program:

#include <immintrin.h>

void

ptwrite64 (unsigned long long value)

{

_ptwrite64 (value);

}
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int

main (void)

{

ptwrite64 (0x42);

return 0; /* break here. */

}

gdb output after recording the sample program in pt format:

(gdb) record instruction-history 12,14

12 0x0040074c <ptwrite64+16>: ptwrite %rbx

13 [0x42]

14 0x00400751 <ptwrite64+21>: mov -0x8(%rbp),%rbx

(gdb) record function-call-history

1 main

2 ptwrite64

[0x42]

3 main

The gdb.ptwrite module allows customizing the default output of PTWRITE auxiliary
information. A custom Python function can be registered as thePTWRITE �lter function.
This function will be called with the PTWRITE payload and PC as arguments during trace
decoding. The function can return a string, which will be printed by gdb during the
aforementioned commands, orNone, resulting in no output. To register such a �lter function,
the user needs to provide a �lter factory function, which returns a new �lter function object
to be called bygdb.

[Function]register_filter_factory (filter factory)
Used to register the PTWRITE �lter factory. This �lter factory can be any callable
object that accepts one argument, the current thread as agdb.InferiorThread. It
can return None or a callable. This callable is thePTWRITE �lter function for the
speci�ed thread. If None is returned by the factory function, the default auxiliary
information will be printed.

[Function]get_filter ()
Return the currently active PTWRITE �lter function.

An example:
(gdb) python-interactive

>>> class my_filter():

... def __init__(self):

... self.var = 0

... def __call__(self, payload, ip):

... self.var += 1

... return f"counter: {self.var}, ip: {ip:#x}"

...

>>> def my_filter_factory(thread):

... if thread.global_num == 1:

... return my_filter()

... else:

... return None

...

>>> import gdb.ptwrite

>>> gdb.ptwrite.register_filter_factory(my_filter_factory)

>>>



http://www.gnu.org/software/guile/
http://www.gnu.org/software/guile/
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may have its output interrupted by the user (see Section 22.4 [Screen Size], page 370). In
this situation, a Guile signal exception is thrown with value SIGINT.

Guile's history mechanism uses the same naming asgdb's, namely the user of dollar-
variables (e.g., $1, $2, etc.). The results of evaluations in Guile and in GDB are counted
separately,$1 in Guile is not the same value as$1 in gdb.

gdb is not thread-safe. If your Guile program uses multiple threads, you must be careful
to only call gdb-speci�c functions in the gdb thread.

Some care must be taken when writing Guile code to run ingdb. Two things are worth
noting in particular:

• gdb installs handlers for SIGCHLD and SIGINT. Guile code must not override these, or
even change the options usingsigaction. If your program changes the handling of
these signals,gdb will most likely stop working correctly. Note that it is unfortunately
common for GUI toolkits to install a SIGCHLD handler.

• gdb takes care to mark its internal �le descriptors as close-on-exec. However, this
cannot be done in a thread-safe way on all platforms. Your Guile programs should be
aware of this and should both create new �le descriptors with the close-on-exec 
ag set
and arrange to close unneeded �le descriptors before starting a child process.

gdb introduces a new Guile module, namedgdb. All methods and classes added bygdb
are placed in this module. gdb does not automatically import the gdb module, scripts
must do this themselves. There are various options for how to import a module, sogdb
leaves the choice of how thegdb module is imported to the user. To simplify interactive
use, it is recommended to add one of the following to your~/.gdbinit.

guile (use-modules (gdb))

guile (use-modules ((gdb) #:renamer (symbol-prefix-proc 'gdb:)))

Which one to choose depends on your preference. The second one addsgdb: as a pre�x
to all module functions and variables.

The rest of this manual assumes thegdb module has been imported without any pre�x.
See the Guile documentation foruse-modules for more information (see Section \Using
Guile Modules" in GNU Guile Reference Manual).

Example:
(gdb) guile (value-type (make-value 1))

ERROR: Unbound variable: value-type

Error while executing Scheme code.

(gdb) guile (use-modules (gdb))

(gdb) guile (value-type (make-value 1))

int

(gdb)

The (gdb) module provides these basic Guile functions.

[Scheme Procedure]execute command [#:from-tty boolean]
[#:to-string boolean]

Evaluate command, a string, as agdb CLI command. If a gdb exception happens
while command runs, it is translated as described in Section 23.4.3.4 [Guile Exception
Handling], page 526.
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[Scheme Procedure]gdb-version
Return a string containing the gdb version.

[Scheme Procedure]host-config
Return a string containing the host con�guration. This is the string passed to --host

when gdb was con�gured.

[Scheme Procedure]target-config
Return a string containing the target con�guration. This is the string passed to
--target when gdb was con�gured.

23.4.3.3 GDB Scheme Data Types
The values exposed bygdb to Guile are known asgdb objects. There are several kinds of
gdb object, and each is disjoint from all other types known to Guile.

[Scheme Procedure]gdb-object-kind object
Return the kind of the gdb object, e.g.,<gdb:breakpoint>, as a symbol.

gdb de�nes the following object types:

<gdb:arch>

See Section 23.4.3.21 [Architectures In Guile], page 566.

<gdb:block>

See Section 23.4.3.16 [Blocks In Guile], page 555.

<gdb:block-symbols-iterator>

See Section 23.4.3.16 [Blocks In Guile], page 555.

<gdb:breakpoint>

See Section 23.4.3.19 [Breakpoints In Guile], page 561.

<gdb:command>

See Section 23.4.3.11 [Commands In Guile], page 544.

<gdb:exception>

See Section 23.4.3.4 [Guile Exception Handling], page 526.

<gdb:frame>

See Section 23.4.3.15 [Frames In Guile], page 552.

<gdb:iterator>

See Section 23.4.3.25 [Iterators In Guile], page 570.

<gdb:lazy-string>

See Section 23.4.3.20 [Lazy Strings In Guile], page 565.

<gdb:objfile>

See Section 23.4.3.14 [Obj�les In Guile], page 551.

<gdb:parameter>

See Section 23.4.3.12 [Parameters In Guile], page 548.

<gdb:pretty-printer>

See Section 23.4.3.8 [Guile Pretty Printing API], page 539.
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full In addition to an error message a full backtrace is printed.
(gdb) set guile print-stack full

(gdb) guile (display foo)

Guile Backtrace:

In ice-9/boot-9.scm:

157: 10 [catch #t #<catch-closure 2c76e20> ...]

In unknown file:

?: 9 [apply-smob/1 #<catch-closure 2c76e20>]

In ice-9/boot-9.scm:

157: 8 [catch #t #<catch-closure 2c76d20> ...]

In unknown file:

?: 7 [apply-smob/1 #<catch-closure 2c76d20>]

?: 6 [call-with-input-string "(display foo)" ...]

In ice-9/boot-9.scm:

2320: 5 [save-module-excursion #<procedure 2c2dc30 ... ()>]

In ice-9/eval-string.scm:

44: 4 [read-and-eval #<input: string 27cb410> #:lang ...]

37: 3 [lp (display foo)]

In ice-9/eval.scm:

387: 2 [eval # ()]

393: 1 [eval #<memoized foo> ()]

In unknown file:

?: 0 [memoize-variable-access! #<memoized foo> ...]

ERROR: In procedure memoize-variable-access!:

ERROR: Unbound variable: foo

Error while executing Scheme code.

gdb errors that happen in gdb commands invoked by Guile code are converted to Guile
exceptions. The type of the Guile exception depends on the error.

Guile procedures provided bygdb can throw the standard Guile exceptions likewrong-
type-arg and out-of-range.

User interrupt (via C-c or by typing q at a pagination prompt) is translated to a Guile
signal exception with value SIGINT.

gdb Guile procedures can also throw these exceptions:

gdb:error

This exception is a catch-all for errors generated from withingdb.

gdb:invalid-object

This exception is thrown when accessing Guile objects that wrap underlying
gdb objects have become invalid. For example, a<gdb:breakpoint> object
becomes invalid if the user deletes it from the command line. The object still
exists in Guile, but the object it represents is gone. Further operations on this
breakpoint will throw this exception.

gdb:memory-error

This exception is thrown when an operation tried to access invalid memory in
the inferior.

gdb:pp-type-error

This exception is thrown when a Guile pretty-printer passes a bad object to
gdb.

The following exception-related procedures are provided by the(gdb) module.
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[Scheme Procedure]value-add a b

[Scheme Procedure]value-sub a b

[Scheme Procedure]value-mul a b

[Scheme Procedure]value-div a b

[Scheme Procedure]value-rem a b

[Scheme Procedure]value-mod a b

[Scheme Procedure]value-pow a b

[Scheme Procedure]value-not a

[Scheme Procedure]value-neg a

[Scheme Procedure]value-pos a

[Scheme Procedure]value-abs a

[Scheme Procedure]value-lsh a b

[Scheme Procedure]value-rsh a b

[Scheme Procedure]value-min a b

[Scheme Procedure]value-max a b

[Scheme Procedure]value-lognot a

[Scheme Procedure]value-logand a b

[Scheme Procedure]value-logior a b

[Scheme Procedure]value-logxor a b

[Scheme Procedure]value=? a b

[Scheme Procedure]value<? a b

[Scheme Procedure]value<=? a b

[Scheme Procedure]value>? a b

[Scheme Procedure]value>=? a b

Scheme does not provide anot-equal function, and thus Guile support in gdb does not
either.

23.4.3.7 Types In Guile
gdb represents types from the inferior in objects of type<gdb:type>.

The following type-related procedures are provided by the(gdb) module.

[Scheme Procedure]type? object
Return #t if object is an object of type <gdb:type>. Otherwise return #f.
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For example, if some-type is a <gdb:type> instance holding a structure type, you
can access itsfoo �eld with:

(define bar (type-field some-type "foo"))

bar will be a <gdb:field> object.

[Scheme Procedure]type-has-field? type name
Return #t if <gdb:type> type has �eld named name. Otherwise return #f.

Each type has a code, which indicates what category this type falls into. The available
type categories are represented by constants de�ned in the(gdb) module:

TYPE_CODE_PTR

The type is a pointer.

TYPE_CODE_ARRAY

The type is an array.

TYPE_CODE_STRUCT

The type is a structure.

TYPE_CODE_UNION

The type is a union.

TYPE_CODE_ENUM

The type is an enum.

TYPE_CODE_FLAGS

A bit 
ags type, used for things such as status registers.

TYPE_CODE_FUNC

The type is a function.

TYPE_CODE_INT

The type is an integer type.

TYPE_CODE_FLT

A 
oating point type.

TYPE_CODE_VOID

The special typevoid.

TYPE_CODE_SET

A Pascal set type.

TYPE_CODE_RANGE

A range type, that is, an integer type with bounds.

TYPE_CODE_STRING

A string type. Note that this is only used for certain languages with language-
de�ned string types; C strings are not represented this way.

TYPE_CODE_BITSTRING

A string of bits. It is deprecated.

TYPE_CODE_ERROR

An unknown or erroneous type.
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TYPE_CODE_METHOD

A method type, as found in C++.

TYPE_CODE_METHODPTR

A pointer-to-member-function.

TYPE_CODE_MEMBERPTR

A pointer-to-member.

TYPE_CODE_REF

A reference type.

TYPE_CODE_RVALUE_REF

A C++11 rvalue reference type.

TYPE_CODE_CHAR

A character type.

TYPE_CODE_BOOL

A boolean type.

TYPE_CODE_COMPLEX

A complex 
oat type.

TYPE_CODE_TYPEDEF

A typedef to some other type.

TYPE_CODE_NAMESPACE

A C++ namespace.

TYPE_CODE_DECFLOAT

A decimal 
oating point type.

TYPE_CODE_INTERNAL_FUNCTION

A function internal to gdb. This is the type used to represent convenience
functions (see Section 10.13 [Convenience Funs], page 174).

gdb.TYPE_CODE_XMETHOD

A method internal to gdb. This is the type used to represent xmethods (see
Section 23.3.2.16 [Writing an Xmethod], page 445).

gdb.TYPE_CODE_FIXED_POINT

A �xed-point number.

gdb.TYPE_CODE_NAMESPACE

A Fortran namelist.

Further support for types is provided in the (gdb types) Guile module (see
Section 23.4.5.2 [Guile Types Module], page 573).

Each �eld is represented as an object of type<gdb:field>.

The following �eld-related procedures are provided by the(gdb) module:

[Scheme Procedure]field? object
Return #t if object is an object of type <gdb:field>. Otherwise return #f.
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[Scheme Procedure]field-name field
Return the name of the �eld, or #f for anonymous �elds.

[Scheme Procedure]field-type field
Return the type of the �eld. This is usually an instance of <gdb:type>, but it can
be #f in some situations.

[Scheme Procedure]field-enumval field
Return the enum value represented by<gdb:field> field.

[Scheme Procedure]field-bitpos field
Return the bit position of <gdb:field> field. This attribute is not available for
static �elds (as in C++).

[Scheme Procedure]field-bitsize field
If the �eld is packed, or is a bit�eld, return the size of <gdb:field> field in bits.
Otherwise, zero is returned; in which case the �eld's size is given by its type.

[Scheme Procedure]field-artificial? field
Return #t if the �eld is arti�cial, usually meaning that it was provided by the compiler
and not the user. Otherwise return #f.

[Scheme Procedure]field-base-class? field
Return #t if the �eld represents a base class of a C++ structure. Otherwise return #f.

23.4.3.8 Guile Pretty Printing API
An example output is provided (see Section 10.10 [Pretty Printing], page 168).

A pretty-printer is represented by an object of type <gdb:pretty-printer >. Pretty-printer
objects are created withmake-pretty-printer.

The following pretty-printer-related procedures are provided by the (gdb) module:

[Scheme Procedure]make-pretty-printer name lookup-function
Return a <gdb:pretty-printer> object namedname.

lookup-function is a function of one parameter: the value to be printed. If the value
is handled by this pretty-printer, then lookup-function returns an object of type
<gdb:pretty-printer-worker > to perform the actual pretty-printing. Otherwise lookup-
function returns #f.

[Scheme Procedure]pretty-printer? object
Return #t if object is a <gdb:pretty-printer> object. Otherwise return #f.

[Scheme Procedure]pretty-printer-enabled? pretty-printer
Return #t if pretty-printer is enabled. Otherwise return#f.

[Scheme Procedure]set-pretty-printer-enabled! pretty-printer flag
Set the enabled 
ag ofpretty-printer to flag. The value returned is unspeci�ed.

[Scheme Procedure]pretty-printers
Return the list of global pretty-printers.
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For various reasons a pretty-printer may not work. For example, the underlying data
structure may have changed and the pretty-printer is out of date.

The consequences of a broken pretty-printer are severe enough thatgdb provides support
for enabling and disabling individual printers. For example, if print frame-arguments is
on, a backtrace can become highly illegible if any argument is printed with a broken printer.

Pretty-printers are enabled and disabled from Scheme by callingset-pretty-printer-
enabled!. See Section 23.4.3.8 [Guile Pretty Printing API], page 539.

23.4.3.10 Writing a Guile Pretty-Printer
A pretty-printer consists of two basic parts: a lookup function to determine if the type is
supported, and the printer itself.

Here is an example showing how astd::string printer might be written. See Sec-
tion 23.4.3.8 [Guile Pretty Printing API], page 539, for details.

(define (make-my-string-printer value)

"Print a my::string string"

(make-pretty-printer-worker

"string"

(lambda (printer)

(value-field value "_data"))

#f))

And here is an example showing how a lookup function for the printer example above
might be written.

(define (str-lookup-function pretty-printer value)

(let ((tag (type-tag (value-type value))))

(and tag

(string-prefix? "std::string<" tag)

(make-my-string-printer value))))

Then to register this printer in the global printer list:
(append-pretty-printer!

(make-pretty-printer "my-string" str-lookup-function))

The example lookup function extracts the value's type, and attempts to match it to a
type that it can pretty-print. If it is a type the printer can pretty-print, it will return a
<gdb:pretty-printer-worker > object. If not, it returns #f.

We recommend that you put your core pretty-printers into a Guile package. If your
pretty-printers are for use with a library, we further recommend embedding a version number
into the package name. This practice will enablegdb to load multiple versions of your
pretty-printers at the same time, because they will have di�erent names.

You should write auto-loaded code (see Section 23.4.4 [Guile Auto-loading], page 572)
such that it can be evaluated multiple times without changing its meaning. An ideal auto-
load �le will consist solely of imports of your printer modules, followed by a call to a register
pretty-printers with the current obj�le.

Taken as a whole, this approach will scale nicely to multiple inferiors, each potentially
using a di�erent library version. Embedding a version number in the Guile package name
will ensure that gdb is able to load both sets of printers simultaneously. Then, because the
search for pretty-printers is done by obj�le, and because your auto-loaded code took care
to register your library's printers with a speci�c obj�le, gdb will �nd the correct printers
for the speci�c version of the library used by each inferior.
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To continue the my::string example, this code might appear in (my-project my-

library v1):
(use-modules (gdb))

(define (register-printers objfile)

(append-objfile-pretty-printer!

(make-pretty-printer "my-string" str-lookup-function)))

And then the corresponding contents of the auto-load �le would be:
(use-modules (gdb) (my-project my-library v1))

(register-printers (current-objfile))

The previous example illustrates a basic pretty-printer. There are a few things that can
be improved on. The printer only handles one type, whereas a library typically has several
types. One could install a lookup function for each desired type in the library, but one could
also have a single lookup function recognize several types. The latter is the conventional
way this is handled. If a pretty-printer can handle multiple data types, then its subprinters
are the printers for the individual data types.

The (gdb printing) module provides a formal way of solving this problem (see Sec-
tion 23.4.5.1 [Guile Printing Module], page 573). Here is another example that handles
multiple types.

These are the types we are going to pretty-print:
struct foo { int a, b; };

struct bar { struct foo x, y; };

Here are the printers:
(define (make-foo-printer value)

"Print a foo object"

(make-pretty-printer-worker

"foo"

(lambda (printer)

(format #f "a=<~a> b=<~a>"

(value-field value "a") (value-field value "a")))

#f))

(define (make-bar-printer value)

"Print a bar object"

(make-pretty-printer-worker

"foo"

(lambda (printer)

(format #f "x=<~a> y=<~a>"

(value-field value "x") (value-field value "y")))

#f))

This example doesn't need a lookup function, that is handled by the(gdb printing)

module. Instead a function is provided to build up the object that handles the lookup.
(use-modules (gdb printing))

(define (build-pretty-printer)

(let ((pp (make-pretty-printer-collection "my-library")))

(pp-collection-add-tag-printer "foo" make-foo-printer)

(pp-collection-add-tag-printer "bar" make-bar-printer)

pp))

And here is the autoload support:
(use-modules (gdb) (my-library))

(append-objfile-pretty-printer! (current-objfile) (build-pretty-printer))



































































576 Debugging withgdb

23.5.2.1 Script File Entries
If the entry speci�es a �le, gdb will look for the �le �rst in the current directory and then
along the source search path (see Section 9.5 [Specifying Source Directories], page 131),
except that $cdir is not searched, since the compilation directory is not relevant to scripts.

File entries can be placed in section.debug_gdb_scripts with, for example, this GCC
macro for Python scripts.

/* Note: The "MS" section flags are to remove duplicates. */

#define DEFINE_GDB_PY_SCRIPT(script_name) \

asm("\

.pushsection \".debug_gdb_scripts\", \"MS\",@progbits,1\n\

.byte 1 /* Python */\n\

.asciz \"" script_name "\"\n\

.popsection \n\

");

For Guile scripts, replace .byte 1 with .byte 3. Then one can reference the macro in a
header or source �le like this:

DEFINE_GDB_PY_SCRIPT ("my-app-scripts.py")

The script name may include directories if desired.

Note that loading of this script �le also requires accordingly con�gured auto-load safe-

path (see Section 22.8.3 [Auto-loading safe path], page 379).

If the macro invocation is put in a header, any application or library using this header
will get a reference to the speci�ed script, and with the use of"MS" attributes on the section,
the linker will remove duplicates.

23.5.2.2 Script Text Entries
Script text entries allow to put the executable script in the entry itself instead of loading
it from a �le. The �rst line of the entry, everything after the pre�x byte and up to the
�rst newline ( 0xa) character, is the script name, and must not contain any kind of space
character, e.g., spaces or tabs. The rest of the entry, up to the trailing null byte, is the
script to execute in the speci�ed language. The name needs to be unique among all script
names, asgdb executes each script only once based on its name.

Here is an example from �le py-section-script.c in the gdb testsuite.

#include "symcat.h"

#include "gdb/section-scripts.h"

asm(

".pushsection \".debug_gdb_scripts\", \"MS\",@progbits,1\n"

".byte " XSTRING (SECTION_SCRIPT_ID_PYTHON_TEXT) "\n"

".ascii \"gdb.inlined-script\\n\"\n"

".ascii \"class test_cmd (gdb.Command):\\n\"\n"

".ascii \" def __init__ (self):\\n\"\n"

".ascii \" super (test_cmd, self).__init__ ("

"\\\"test-cmd\\\", gdb.COMMAND_OBSCURE)\\n\"\n"

".ascii \" def invoke (self, arg, from_tty):\\n\"\n"

".ascii \" print (\\\"test-cmd output, arg = %s\\\" % arg)\\n\"\n"







https://microsoft.github.io/debug-adapter-protocol/
https://microsoft.github.io/debug-adapter-protocol/
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The interpreter parameter speci�es the interpreter to run. This accepts the same values
as the interpreter-exec command. For example, c̀onsole', `mi', `mi2', etc. The tty
parameter speci�es the name of the bidirectional �le the interpreter uses for input/output,
usually the name of a pseudoterminal slave on Unix systems. For example:

(gdb) new-ui mi /dev/pts/9

runs an MI interpreter on /dev/pts/9.
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regs When in src layout display the register, source, and command win-
dows. When inasm or split layout display the register, assembler,
and command windows.

tui focus name

focus name

Changes which TUI window is currently active for scrolling. The name param-
eter can be any of the following:

next Make the next window active for scrolling.

prev Make the previous window active for scrolling.

src Make the source window active for scrolling.

asm Make the assembly window active for scrolling.

regs Make the register window active for scrolling.

cmd Make the command window active for scrolling.

tui refresh

refresh Refresh the screen. This is similar to typingC-L.

tui reg group

Changes the register group displayed in the tui register window togroup. If the
register window is not currently displayed this command will cause the register
window to be displayed. The list of register groups, as well as their order is
target speci�c. The following groups are available on most targets:

next Repeatedly selecting this group will cause the display to cycle
through all of the available register groups.

prev Repeatedly selecting this group will cause the display to cycle
through all of the available register groups in the reverse order to
next.

general Display the general registers.

float Display the 
oating point registers.

system Display the system registers.

vector Display the vector registers.

all Display all registers.

update Update the source window and the current execution point.

tui window height name +count

tui window height name -count

winheight name +count

winheight name -count

Change the height of the windowname by count lines. Positive counts increase
the height, while negative counts decrease it. Thename parameter can be
the name of any currently visible window. The names of the currently visible
windows can be discovered usinginfo win (see [info win], page 584).
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The set of currently visible windows must always �ll the terminal, and so, it is
only possible to resize on window if there are other visible windows that can
either give or receive the extra terminal space.

tui window width name +count

tui window width name -count

winwidth name +count

winwidth name -count

Change the width of the window name by count columns. Positive counts
increase the width, while negative counts decrease it. Thename parameter can
be the name of any currently visible window. The names of the currently visible
windows can be discovered usinginfo win (see [info win], page 584).

The set of currently visible windows must always �ll the terminal, and so, it is
only possible to resize on window if there are other visible windows that can
either give or receive the extra terminal space.

25.6 TUI Con�guration Variables
Several con�guration variables control the appearance of TUI windows.

set tui border-kind kind

Select the border appearance for the source, assembly and register windows.
The possible values are the following:

space Use a space character to draw the border.

ascii Useascii characters +̀', `-' and `|' to draw the border.

acs Use the Alternate Character Set to draw the border. The border is
drawn using character line graphics if the terminal supports them.

set tui border-mode mode

set tui active-border-mode mode

Select the display attributes for the borders of the inactive windows or the
active window. The mode can be one of the following:

normal Use normal attributes to display the border.

standout Use standout mode.

reverse Use reverse video mode.

half Use half bright mode.

half-standout

Use half bright and standout mode.

bold Use extra bright or bold mode.

bold-standout

Use extra bright or bold and standout mode.

set tui tab-width nchars

Set the width of tab stops to be nchars characters. This setting a�ects the
display of TAB characters in the source and assembly windows.
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C-c C-s Execute to another source line, like thegdb step command; also update the
display window to show the current �le and location.

C-c C-n Execute to next source line in this function, skipping all function calls, like the
gdb next command. Then update the display window to show the current �le
and location.

C-c C-i Execute one instruction, like the gdb stepi command; update display window
accordingly.

C-c C-f Execute until exit from the selected stack frame, like thegdb finish command.

C-c C-r Continue execution of your program, like thegdb continue command.

C-c < Go up the number of frames indicated by the numeric argument (see Section
\Numeric Arguments" in The gnu Emacs Manual), like the gdb up command.

C-c > Go down the number of frames indicated by the numeric argument, like the
gdb down command.

In any source �le, the Emacs commandC-x SPC (gud-break) tells gdb to set a break-
point on the source line point is on.

In text command mode, if you type M-x speedbar, Emacs displays a separate frame
which shows a backtrace when the GUD bu�er is current. Move point to any frame in the
stack and type RET to make it become the current frame and display the associated source
in the source bu�er. Alternatively, click Mouse-2 to make the selected frame become the
current one. In graphical mode, the speedbar displays watch expressions.

If you accidentally delete the source-display bu�er, an easy way to get it back is to type
the command f in the gdb bu�er, to request a frame display; when you run under Emacs,
this recreates the source bu�er if necessary to show you the context of the current frame.

The source �les displayed in Emacs are in ordinary Emacs bu�ers which are visiting the
source �les in the usual way. You can edit the �les with these bu�ers if you wish; but keep
in mind that gdb communicates with Emacs in terms of line numbers. If you add or delete
lines from the text, the line numbers that gdb knows cease to correspond properly with the
code.

A more detailed description of Emacs' interaction with gdb is given in the Emacs manual
(see Section \Debuggers" inThe gnu Emacs Manual).
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27 The gdb/mi Interface

Function and Purpose
gdb/mi is a line based machine oriented text interface togdb and is activated by specifying
using the --interpreter command line option (see Section 2.1.2 [Mode Options], page 13).
It is speci�cally intended to support the development of systems which use the debugger as
just one small component of a larger system.

This chapter is a speci�cation of the gdb/mi interface. It is written in the form of a
reference manual.

Note that gdb/mi is still under construction, so some of the features described below
are incomplete and subject to change (see Section 27.6 [gdb/mi Development and Front
Ends], page 597).

Notation and Terminology
This chapter uses the following notation:

• | separates two alternatives.

• [ something ] indicates that something is optional: it may or may not be given.

• ( group )* means that group inside the parentheses may repeat zero or more times.

• ( group )+ means that group inside the parentheses may repeat one or more times.

• ( group ) means that group inside the parentheses occurs exactly once.

• "string" means a literal string.

27.3 gdb/mi General Design
Interaction of a gdb/mi frontend with gdb involves three parts|commands sent to gdb,
responses to those commands and noti�cations. Each command results in exactly one
response, indicating either successful completion of the command, or an error. For the
commands that do not resume the target, the response contains the requested information.
For the commands that resume the target, the response only indicates whether the target
was successfully resumed. Noti�cations is the mechanism for reporting changes in the state
of the target, or in gdb state, that cannot conveniently be associated with a command and
reported as part of that command response.

The important examples of noti�cations are:

• Exec noti�cations. These are used to report changes in target state|when a target is
resumed, or stopped. It would not be feasible to include this information in response
of resuming commands, because one resume commands can result in multiple events
in di�erent threads. Also, quite some time may pass before any event happens in
the target, while a frontend needs to know whether the resuming command itself was
successfully executed.

• Console output, and status noti�cations. Console output noti�cations are used to
report output of CLI commands, as well as diagnostics for other commands. Status
noti�cations are used to report the progress of a long-running operation. Naturally,
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including this information in command response would mean no output is produced
until the command is �nished, which is undesirable.

• General noti�cations. Commands may have various side e�ects on thegdb or target
state beyond their o�cial purpose. For example, a command may change the selected
thread. Although such changes can be included in command response, using noti�cation
allows for more orthogonal frontend design.

There's no guarantee that whenever an MI command reports an error,gdb or the target
are in any speci�c state, and especially, the state is not reverted to the state before the
MI command was processed. Therefore, whenever an MI command results in an error, we
recommend that the frontend refreshes all the information shown in the user interface.

27.3.1 Context management

27.3.1.1 Threads and Frames
In most cases whengdb accesses the target, this access is done in context of a speci�c thread
and frame (see Section 8.1 [Frames], page 113). Often, even when accessing global data, the
target requires that a thread be speci�ed. The CLI interface maintains the selected thread
and frame, and supplies them to target on each command. This is convenient, because a
command line user would not want to specify that information explicitly on each command,
and because user interacts withgdb via a single terminal, so no confusion is possible as to
what thread and frame are the current ones.

In the case of MI, the concept of selected thread and frame is less useful. First, a
frontend can easily remember this information itself. Second, a graphical frontend can have
more than one window, each one used for debugging a di�erent thread, and the frontend
might want to access additional threads for internal purposes. This increases the risk that
by relying on implicitly selected thread, the frontend may be operating on a wrong one.
Therefore, each MI command should explicitly specify which thread and frame to operate
on. To make it possible, each MI command accepts the `--thread' and `--frame' options,
the value to each isgdb global identi�er for thread and frame to operate on.

Usually, each top-level window in a frontend allows the user to select a thread and a
frame, and remembers the user selection for further operations. However, in some cases
gdb may suggest that the current thread or frame be changed. For example, when stop-
ping on a breakpoint it is reasonable to switch to the thread where breakpoint is hit. For
another example, if the user issues the CLIt̀hread' or `frame' commands via the frontend,
it is desirable to change the frontend's selection to the one speci�ed by user.gdb commu-
nicates the suggestion to change current thread and frame using the `=thread-selected'
noti�cation.

Note that historically, MI shares the selected thread with CLI, so frontends used the
-thread-select to execute commands in the right context. However, getting this to work
right is cumbersome. The simplest way is for frontend to emit-thread-select command
before every command. This doubles the number of commands that need to be sent. The
alternative approach is to suppress-thread-select if the selected thread ingdb is sup-
posed to be identical to the thread the frontend wants to operate on. However, getting
this optimization right can be tricky. In particular, if the frontend sends several commands
to gdb, and one of the commands changes the selected thread, then the behavior of sub-
sequent commands will change. So, a frontend should either wait for response from such
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problematic commands, or explicitly add -thread-select for all subsequent commands.
No frontend is known to do this exactly right, so it is suggested to just always pass the
`--thread' and `--frame' options.

27.3.1.2 Language
The execution of several commands depends on which language is selected. By default, the
current language (see [show language], page 229) is used. But for commands known to be
language-sensitive, it is recommended to use the `--language' option. This option takes
one argument, which is the name of the language to use while executing the command. For
instance:

-data-evaluate-expression --language c "sizeof (void*)"

^done,value="4"

(gdb)

The valid language names are the same names accepted by the `set language' command
(see Section 15.1.2 [Manually], page 228), excluding `auto', `local' or `unknown'.

27.3.2 Asynchronous command execution and non-stop mode
On some targets, gdb is capable of processing MI commands even while the target is
running. This is called asynchronous command execution (see Section 5.5.3 [Background
Execution], page 95). The frontend may specify a preference for asynchronous execution
using the -gdb-set mi-async 1 command, which should be emitted before either running
the executable or attaching to the target. After the frontend has started the executable or
attached to the target, it can �nd if asynchronous execution is enabled using the-list-
target-features command.

-gdb-set mi-async [on|off]
Set whether MI is in asynchronous mode.

When off, which is the default, MI execution commands (e.g., -exec-
continue) are foreground commands, andgdb waits for the program to stop
before processing further commands.

When on, MI execution commands are background execution commands (e.g.,
-exec-continue becomes the equivalent of thec& CLI command), and sogdb
is capable of processing MI commands even while the target is running.

-gdb-show mi-async

Show whether MI asynchronous mode is enabled.

Note: In gdb version 7.7 and earlier, this option was calledtarget-async instead of
mi-async, and it had the e�ect of both putting MI in asynchronous mode and making CLI
background commands possible. CLI background commands are now always possible \out
of the box" if the target supports them. The old spelling is kept as a deprecated alias for
backwards compatibility.

Even if gdb can accept a command while target is running, many commands that access
the target do not work when the target is running. Therefore, asynchronous command
execution is most useful when combined with non-stop mode (see Section 5.5.2 [Non-Stop
Mode], page 94). Then, it is possible to examine the state of one thread, while other threads
are running.
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27.4.1 gdb/mi Input Syntax
command 7→

cli-command | mi-command

cli-command 7→
[ token ] cli-command nl, where cli-command is any existing gdb CLI com-
mand.

mi-command 7→
[ token ] "-" operation ( " " option )* [ " --" ] ( " " parameter )* nl

token 7→ "any sequence of digits"

option 7→ "-" parameter [ " " parameter ]

parameter 7→
non-blank-sequence | c-string

operation 7→
any of the operations described in this chapter

non-blank-sequence 7→
anything, provided it doesn’t contain special characters such as "-", nl, """ and
of course " "

c-string 7→
""" seven-bit-iso-c-string-content """

nl 7→ CR | CR-LF

Notes:

• The CLI commands are still handled by the mi interpreter; their output is described
below.

• The token, when present, is passed back when the command �nishes.

• Somemi commands accept optional arguments as part of the parameter list. Each
option is identi�ed by a leading `-' (dash) and may be followed by an optional argument
parameter. Options occur �rst in the parameter list and can be delimited from normal
parameters using -̀-' (this is useful when some parameters begin with a dash).

Pragmatics:

• We want easy access to the existing CLI syntax (for debugging).

• We want it to be easy to spot ami operation.

27.4.2 gdb/mi Output Syntax
The output from gdb/mi consists of zero or more out-of-band records followed, optionally,
by a single result record. This result record is for the most recent command. The sequence
of output records is terminated by (̀gdb)'.

If an input command was pre�xed with a token then the corresponding output for that
command will also be pre�xed by that same token.

output 7→ ( out-of-band-record )* [ result-record ] "(gdb)" nl
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result-record 7→
[ token ] "^" result-class ( "," result )* nl

out-of-band-record 7→
async-record | stream-record

async-record 7→
exec-async-output | status-async-output | notify-async-output

exec-async-output 7→
[ token ] "*" async-output nl

status-async-output 7→
[ token ] "+" async-output nl

notify-async-output 7→
[ token ] "=" async-output nl

async-output 7→
async-class ( "," result )*

result-class 7→
"done" | "running" | "connected" | "error" | "exit"

async-class 7→
"stopped" | others (where others will be added depending on the needs|this
is still in development).

result 7→ variable "=" value

variable 7→
string

value 7→ const | tuple | list

const 7→ c-string

tuple 7→ "{}" | "{" result ( "," result )* "}"

list 7→ "[]" | "[" value ( "," value )* "]" | "[" result ( "," result )* "]"

stream-record 7→
console-stream-output | target-stream-output | log-stream-output

console-stream-output 7→
"~" c-string nl

target-stream-output 7→
"@" c-string nl

log-stream-output 7→
"&" c-string nl

nl 7→ CR | CR-LF

token 7→ any sequence of digits.

Notes:

• All output sequences end in a single line containing a period.
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-fix-breakpoint-script-output

Use the output for the breakpoint "script" �eld which was introduced by MI 4,
even when using MI versions below 4. This command has no e�ect when using
MI version 4 or later.

The best way to avoid unexpected changes in MI that might break your front
end is to make your project known to gdb developers and follow development on
gdb@sourceware.org and gdb-patches@sourceware.org.

27.7 gdb/mi Output Records

27.7.1 gdb/mi Result Records
In addition to a number of out-of-band noti�cations, the response to a gdb/mi command
includes one of the following result indications:

"^done" [ "," results ]

The synchronous operation was successful,results are the return values.

"^running"

This result record is equivalent to `̂ done'. Historically, it was output instead of
`̂ done' if the command has resumed the target. This behavior is maintained for
backward compatibility, but all frontends should treat ` ^done' and `^running'
identically and rely on the `*running' output record to determine which threads
are resumed.

"^connected"

gdb has connected to a remote target.

"^error" "," "msg=" c-string [ "," "code=" c-string ]

The operation failed. The msg=c-string variable contains the corresponding
error message.

If present, the code=c-string variable provides an error code on which con-
sumers can rely on to detect the corresponding error condition. At present,
only one error code is de�ned:

`"undefined-command"'
Indicates that the command causing the error does not exist.

"^exit" gdb has terminated.

27.7.2 gdb/mi Stream Records
gdb internally maintains a number of output streams: the console, the target, and the log.
The output intended for each of these streams is funneled through thegdb/mi interface
using stream records.

Each stream record begins with a uniqueprefix character which identi�es its stream (see
Section 27.4.2 [gdb/mi Output Syntax], page 595). In addition to the pre�x, each stream
record contains astring-output. This is either raw text (with an implicit new line) or a
quoted C string (which does not contain an implicit newline).

mailto:gdb@sourceware.org
mailto:gdb-patches@sourceware.org
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end-stepping-range

An -exec-next, -exec-next-instruction, -exec-step, -exec-step-
instruction or similar CLI command was accomplished.

exited-signalled

The inferior exited because of a signal.

exited The inferior exited.

exited-normally

The inferior exited normally.

signal-received

A signal was received by the inferior.

solib-event

The inferior has stopped due to a library being loaded or unloaded.
This can happen whenstop-on-solib-events (see Section 18.1
[Files], page 291) is set or when acatch load or catch unload

catchpoint is in use (see Section 5.1.3 [Set Catchpoints], page 69).

fork The inferior has forked. This is reported when catch fork (see
Section 5.1.3 [Set Catchpoints], page 69) has been used.

vfork The inferior has vforked. This is reported in when catch vfork

(see Section 5.1.3 [Set Catchpoints], page 69) has been used.

syscall-entry

The inferior entered a system call. This is reported whencatch
syscall (see Section 5.1.3 [Set Catchpoints], page 69) has been
used.

syscall-return

The inferior returned from a system call. This is reported when
catch syscall (see Section 5.1.3 [Set Catchpoints], page 69) has
been used.

exec The inferior called exec. This is reported when catch exec (see
Section 5.1.3 [Set Catchpoints], page 69) has been used.

no-history

There isn't enough history recorded to continue reverse execution.

The id �eld identi�es the global thread ID of the thread that directly caused
the stop { for example by hitting a breakpoint. Depending on whether all-
stop mode is in e�ect (see Section 5.5.1 [All-Stop Mode], page 93),gdb may
either stop all threads, or only the thread that directly triggered the stop. If all
threads are stopped, thestopped �eld will have the value of "all". Otherwise,
the value of the stopped �eld will be a list of thread identi�ers. Presently, this
list will always include a single thread, but frontend should be prepared to see
several threads in the list. The core �eld reports the processor core on which
the stop event has happened. This �eld may be absent if such information is
not available.
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loaded. If the �eld is absent, it means the library was loaded in the context
of all present thread groups. Theranges �eld speci�es the ranges of addresses
belonging to this library.

=library-unloaded,...

Reports that a library was unloaded by the program. This noti�cation has
3 �elds| id, target-name and host-name with the same meaning as for the
=library-loaded noti�cation. The thread-group �eld, if present, speci�es the
id of the thread group in whose context the library was unloaded. If the �eld is
absent, it means the library was unloaded in the context of all present thread
groups.

=traceframe-changed,num=tfnum,tracepoint=tpnum

=traceframe-changed,end

Reports that the trace frame was changed and its new number istfnum. The
number of the tracepoint associated with this trace frame istpnum.

=tsv-created,name=name,initial=initial

Reports that the new trace state variable name is created with initial value
initial.

=tsv-deleted,name=name

=tsv-deleted

Reports that the trace state variable name is deleted or all trace state variables
are deleted.

=tsv-modified,name=name,initial=initial[,current=current]

Reports that the trace state variable name is modi�ed with the initial value
initial. The current value current of trace state variable is optional and is
reported if the current value of trace state variable is known.

=breakpoint-created,bkpt={...}

=breakpoint-modified,bkpt={...}

=breakpoint-deleted,id=number

Reports that a breakpoint was created, modi�ed, or deleted, respectively. Only
user-visible breakpoints are reported to the MI user.

The bkpt argument is of the same form as returned by the various breakpoint
commands; See Section 27.10 [GDB/MI Breakpoint Commands], page 609. The
number is the ordinal number of the breakpoint.

Note that if a breakpoint is emitted in the result record of a command, then it
will not also be emitted in an async record.

=record-started,thread-group="id",method="method"[,format="format"]

=record-stopped,thread-group="id"

Execution log recording was either started or stopped on an inferior. Theid is
the gdb identi�er of the thread group corresponding to the a�ected inferior.

The method �eld indicates the method used to record execution. If the method
in use supports multiple recording formats, format will be present and con-
tain the currently used format. See Chapter 7 [Process Record and Replay],
page 103, for existing method and format values.
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enabled There are three possible values, with the following meanings:

y The location is enabled.

n The location is disabled by the user.

N The location is disabled because the breakpoint condition is invalid
at this location.

addr The address of this location as an hexadecimal number.

addr_flags
Optional �eld containing any 
ags related to the address. These 
ags are
architecture-dependent; see Section 21.4 [Architectures], page 354, for their
meaning for a particular CPU.

func If known, the function in which the location appears. If not known, this �eld
is not present.

file The name of the source �le which contains this location, if known. If not known,
this �eld is not present.

fullname The full �le name of the source �le which contains this location, if known. If
not known, this �eld is not present.

line The line number at which this location appears, if known. If not known, this
�eld is not present.

thread-groups
The thread groups this location is in.

For example, here is what the output of -break-insert (see Section 27.10 [GDB/MI
Breakpoint Commands], page 609) might be:

-> -break-insert main
<- ^done,bkpt={number="1",type="breakpoint",disp="keep",

enabled="y",addr="0x08048564",func="main",file="myprog.c",
fullname="/home/nickrob/myprog.c",line="68",thread-groups=["i1"],
times="0"}

<- (gdb)

27.7.5 gdb/mi Frame Information
Response from many MI commands includes an information about stack frame. This infor-
mation is a tuple that may have the following �elds:

level The level of the stack frame. The innermost frame has the level of zero. This
�eld is always present.

func The name of the function corresponding to the frame. This �eld may be absent
if gdb is unable to determine the function name.

addr The code address for the frame. This �eld is always present.

addr_flags
Optional �eld containing any 
ags related to the address. These 
ags are
architecture-dependent; see Section 21.4 [Architectures], page 354, for their
meaning for a particular CPU.
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-break-insert main

^done,bkpt={number="1",type="breakpoint",disp="keep",enabled="y",

addr="0x080484ed",func="main",file="myprog.c",

fullname="/home/nickrob/myprog.c",line="73",thread-groups=["i1"],

times="0"},

time={wallclock="0.05185",user="0.00800",system="0.00000"}

(gdb)

-enable-timings no

^done

(gdb)

-exec-run

^running

(gdb)

*stopped,reason="breakpoint-hit",disp="keep",bkptno="1",thread-id="0",

frame={addr="0x080484ed",func="main",args=[{name="argc",value="1"},

{name="argv",value="0xbfb60364"}],file="myprog.c",

fullname="/home/nickrob/myprog.c",line="73",arch="i386:x86_64"}

(gdb)

The -complete Command

Synopsis
-complete command

Show a list of completions for partially typed CLI command.

This command is intended forgdb/mi frontends that cannot use two separate CLI and
MI channels | for example: because of lack of PTYs like on Windows or becausegdb is
used remotely via a SSH connection.

Result
The result consists of two or three �elds:

`completion'
This �eld contains the completed command. If command has no known com-
pletions, this �eld is omitted.

`matches' This �eld contains a (possibly empty) array of matches. It is always present.

`max_completions_reached'
This �eld contains 1 if number of known completions is abovemax-completions
limit (see Section 3.3 [Completion], page 24), otherwise it contains0. It is always
present.

gdb Command
The correspondinggdb command is c̀omplete'.

Example
(gdb)

-complete br

^done,completion="break",

matches=["break","break-range"],

max_completions_reached="0"

(gdb)

-complete "b ma"
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^done,completion="b ma",

matches=["b madvise","b main"],max_completions_reached="0"

(gdb)

-complete "b push_b"

^done,completion="b push_back(",

matches=[

"b A::push_back(void*)",

"b std::string::push_back(char)",

"b std::vector<int, std::allocator<int> >::push_back(int&&)"],

max_completions_reached="0"

(gdb)

-complete "nonexist"

^done,matches=[],max_completions_reached="0"

(gdb)











https://microsoft.github.io/debug-adapter-protocol/
https://microsoft.github.io/debug-adapter-protocol/
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When the repl context is used for the evaluate request, gdb evaluates the provided
expression as a CLI command.

Evaluation in general can cause the inferior to continue execution. For example, evalu-
ating the continue command could do this, as could evaluating an expression that involves
an inferior function call.

repl evaluation can also causegdb to appear to stop responding to requests, for example
if a CLI script does a lengthy computation.

Evaluations like this can be interrupted using the DAP cancel request. (In fact, cancel
should work for any request, but it is unlikely to be useful for most of them.)

gdb provides a couple of logging settings that can be used in DAP mode. These can be
set on the command line using the-iex option (see Section 2.1.1 [File Options], page 12).

set debug dap-log-file [filename]
Enable DAP logging. Logs are written to filename. If no filename is given,
logging is stopped.

set debug dap-log-level level

Set the DAP logging level. The default is 1̀', which logs the DAP protocol,
whatever debug messages the developers thought were useful, and unexpected
exceptions. Level 2̀' can be used to log all exceptions, including ones that are
considered to be expected. For example, a failure to parse an expression would
be considered a normal exception and not normally be logged.
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/* Make sure to specify the version statically, because the

debugger may check the version before we can set it. */

struct jit_descriptor __jit_debug_descriptor = { 1, 0, 0, 0 };

If the JIT is multi-threaded, then it is important that the JIT synchronize any modi-
�cations to this global data properly, which can easily be done by putting a global mutex
around modi�cations to these structures.

30.2 Registering Code
To register code with gdb, the JIT should follow this protocol:

• Generate an object �le in memory with symbols and other desired debug information.
The �le must include the virtual addresses of the sections.

• Create a code entry for the �le, which gives the start and size of the symbol �le.

• Add it to the linked list in the JIT descriptor.

• Point the relevant entry �eld of the descriptor at the entry.

• Set action_flag to JIT_REGISTER and call __jit_debug_register_code.

When gdb is attached and the breakpoint �res, gdb uses therelevant_entry pointer
so it doesn't have to walk the list looking for new code. However, the linked list must still
be maintained in order to allow gdb to attach to a running process and still �nd the symbol
�les.

30.3 Unregistering Code
If code is freed, then the JIT should use the following protocol:

• Remove the code entry corresponding to the code from the linked list.

• Point the relevant_entry �eld of the descriptor at the code entry.

• Set action_flag to JIT_UNREGISTER and call __jit_debug_register_code.

If the JIT frees or recompiles code without unregistering it, then gdb and the JIT will
leak the memory used for the associated symbol �les.

30.4 Custom Debug Info
Generating debug information in platform-native �le formats (like ELF or COFF) may
be an overkill for JIT compilers; especially if all the debug info is used for is displaying
a meaningful backtrace. The issue can be resolved by having the JIT writers decide on a
debug info format and also provide a reader that parses the debug info generated by the JIT
compiler. This section gives a brief overview on writing such a parser. More speci�c details
can be found in the source �legdb/jit-reader.in, which is also installed as a header at
includedir/gdb/jit-reader.h for easy inclusion.

The reader is implemented as a shared object (so this functionality is not available on
platforms which don't allow loading shared objects at runtime). Two gdb commands,jit-
reader-load and jit-reader-unload are provided, to be used to load and unload the
readers from a precon�gured directory. Once loaded, the shared object is used the parse
the debug information emitted by the JIT compiler.
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31 In-Process Agent

The traditional debugging model is conceptually low-speed, but works �ne, because most
bugs can be reproduced in debugging-mode execution. However, as multi-core or many-core
processors are becoming mainstream, and multi-threaded programs become more and more
popular, there should be more and more bugs that only manifest themselves at normal-mode
execution, for example, thread races, because debugger's interference with the program's
timing may conceal the bugs. On the other hand, in some applications, it is not feasible for
the debugger to interrupt the program's execution long enough for the developer to learn
anything helpful about its behavior. If the program's correctness depends on its real-time
behavior, delays introduced by a debugger might cause the program to fail, even when the
code itself is correct. It is useful to be able to observe the program's behavior without
interrupting it.

Therefore, traditional debugging model is too intrusive to reproduce some bugs. In
order to reduce the interference with the program, we can reduce the number of operations
performed by debugger. TheIn-Process Agent, a shared library, is running within the same
process with inferior, and is able to perform some debugging operations itself. As a result,
debugger is only involved when necessary, and performance of debugging can be improved
accordingly. Note that interference with program can be reduced but can't be removed
completely, because the in-process agent will still stop or slow down the program.

The in-process agent can interpret and execute Agent Expressions (see Appendix F
[Agent Expressions], page 823) during performing debugging operations. The agent expres-
sions can be used for di�erent purposes, such as collecting data in tracepoints, and condition
evaluation in breakpoints.

You can control whether the in-process agent is used as an aid for debugging with the
following commands:

set agent on

Causes the in-process agent to perform some operations on behalf of the debug-
ger. Just which operations requested by the user will be done by the in-process
agent depends on the its capabilities. For example, if you request to evaluate
breakpoint conditions in the in-process agent, and the in-process agent has such
capability as well, then breakpoint conditions will be evaluated in the in-process
agent.

set agent off

Disables execution of debugging operations by the in-process agent. All of the
operations will be performed bygdb.

show agent

Display the current setting of execution of debugging operations by the in-
process agent.

31.1 In-Process Agent Protocol
The in-process agent is able to communicate with bothgdb and GDBserver (see Chapter 31
[In-Process Agent], page 707). This section documents the protocol used for communications
betweengdb or GDBserver and the IPA. In general, gdb or GDBserver sends commands
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(see Section 31.1.2 [IPA Protocol Commands], page 709) and data to in-process agent, and
then in-process agent replies back with the return result of the command, or some other
information. The data sent to in-process agent is composed of primitive data types, such
as 4-byte or 8-byte type, and composite types, which are called objects (see Section 31.1.1
[IPA Protocol Objects], page 708).

31.1.1 IPA Protocol Objects
The commands sent to and results received from agent may contain some complex data
types calledobjects.

The in-process agent is running on the same machine withgdb or GDBserver, so it
doesn't have to handle as much di�erences between two ends as remote protocol (see Ap-
pendix E [Remote Protocol], page 747) tries to handle. However, there are still some
di�erences of two ends in two processes:

1. word size. On some 64-bit machines,gdb or GDBserver can be compiled as a 64-bit
executable, while in-process agent is a 32-bit one.

2. ABI. Some machines may have multiple types of ABI,gdb or GDBserver is compiled
with one, and in-process agent is compiled with the other one.

Here are the IPA Protocol Objects:

1. agent expression object. It represents an agent expression (see Appendix F [Agent
Expressions], page 823).

2. tracepoint action object. It represents a tracepoint action (see Section 13.1.6 [Trace-
point Action Lists], page 208) to collect registers, memory, static trace data and to
evaluate expression.

3. tracepoint object. It represents a tracepoint (see Chapter 13 [Tracepoints], page 203).

The following table describes important attributes of each IPA protocol object:

Name Size Description
agent expression object
length 4 length of bytes code
byte code length contents of byte code
tracepoint action for col-
lecting memory

'M' 1 type of tracepoint action
addr 8 if basereg is -̀1', addr is the address of the

lowest byte to collect, otherwiseaddr is the
o�set of basereg for memory collecting.

len 8 length of memory for collecting
basereg 4 the register number containing the starting

memory address for collecting.
tracepoint action for col-
lecting registers

'R' 1 type of tracepoint action
tracepoint action for col-
lecting static trace data
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`qTsSTM' See [qTsSTM], page 796.

`qTSTMat' See [qTSTMat], page 796.

`probe_marker_at:address'
Asks in-process agent to probe the marker ataddress.

Replies:

`unprobe_marker_at:address'
Asks in-process agent to unprobe the marker ataddress.



https://www.gnu.org/software/gdb/bugs/
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Appendix A In Memoriam

The gdb project mourns the loss of the following long-time contributors:

Fred Fish Fred was a long-standing contributor to gdb (1991-2006), and to Free Software
in general. Outside ofgdb, he was known in the Amiga world for his series of
Fish Disks, and the GeekGadget project.

Michael Snyder

Michael was one of the Global Maintainers of thegdb project, with contri-
butions recorded as early as 1996, until 2011. In addition to his day to day
participation, he was a large driving force behind adding Reverse Debugging to
gdb.

Beyond their technical contributions to the project, they were also enjoyable members
of the Free Software Community. We will miss them.
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Appendix B Formatting Documentation
The gdb 4 release includes an already-formatted reference card, ready for printing with
PostScript or Ghostscript, in the gdb subdirectory of the main source directory1. If you can
use PostScript or Ghostscript with your printer, you can print the reference card immedi-
ately with refcard.ps.

The release also includes the source for the reference card. You can format it, using
TEX, by typing:

make refcard.dvi

The gdb reference card is designed to print inlandscape mode on US \letter" size paper;
that is, on a sheet 11 inches wide by 8.5 inches high. You will need to specify this form of
printing as an option to your dvi output program.

All the documentation for gdb comes as part of the machine-readable distribution. The
documentation is written in Texinfo format, which is a documentation system that uses a
single source �le to produce both on-line information and a printed manual. You can use
one of the Info formatting commands to create the on-line version of the documentation
and TEX (or texi2roff) to typeset the printed version.

gdb includes an already formatted copy of the on-line Info version of this manual in the
gdb subdirectory. The main Info �le is gdb-16.3-3.el10/gdb/gdb.info, and it refers to
subordinate �les matching `gdb.info*' in the same directory. If necessary, you can print
out these �les, or read them with any editor; but they are easier to read using theinfo
subsystem ingnu Emacs or the standaloneinfo program, available as part of the gnu
Texinfo distribution.

If you want to format these Info �les yourself, you need one of the Info formatting
programs, such astexinfo-format-buffer or makeinfo.

If you have makeinfo installed, and are in the top level gdb source directory (gdb-
16.3-3.el10, in the case of version 16.3-3.el10), you can make the Info �le by typing:

cd gdb

make gdb.info

If you want to typeset and print copies of this manual, you need TEX, a program to print
its dvi output �les, and texinfo.tex, the Texinfo de�nitions �le.

TEX is a typesetting program; it does not print �les directly, but produces output �les
calleddvi �les. To print a typeset document, you need a program to print dvi �les. If your
system has TEX installed, chances are it has such a program. The precise command to use
depends on your system;lpr -d is common; another (for PostScript devices) isdvips. The
dvi print command may require a �le name without any extension or a .̀dvi' extension.

TEX also requires a macro de�nitions �le called texinfo.tex. This �le tells T EX how
to typeset a document written in Texinfo format. On its own, T EX cannot either read or
typeset a Texinfo �le. texinfo.tex is distributed with GDB and is located in the gdb-

version-number/texinfo directory.
If you have TEX and a dvi printer program installed, you can typeset and print this

manual. First switch to the gdb subdirectory of the main source directory (for example, to
gdb-16.3-3.el10/gdb) and type:

make gdb.dvi

1 In gdb-16.3-3.el10/gdb/refcard.ps of the version 16.3-3.el10 release.
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Appendix C Installing gdb

C.1 Requirements for Building gdb

Building gdb requires various tools and packages to be available. Other packages will be
used only if they are found.

Tools/Packages Necessary for Building gdb

C++17 compiler
gdb is written in C ++17. It should be buildable with any recent C++17 compiler,
e.g. GCC.

GNU make
gdb's build system relies on features only found in the GNU make program.
Other variants of make will not work.

Libraries The following libraries are mandatory for building gdb. The configure script
searches for each of these libraries in several standard locations; if some li-
brary is installed in an unusual place, you can use either the--with-lib
configure option to specify its installation directory, or the two separate op-
tions ---with-library-include (to specify the location of its header �les) and
--with-library-lib (to specify the location of its libraries). For example, for
the GMP library, the 3 options are --with-gmp, --with-gmp-include, and
--with-gmp-lib. See Section C.5 [Con�gure Options], page 723. We mention
below the home site of each library, so that you could download and install
them if your system doesn't already include them.

GMP (The GNU Multiple Precision arithmetic library)
gdb uses GMP to perform some of its extended-precision arith-
metic. The latest version of GMP is available from https://

gmplib.org/.

MPFR (The GNU Multiple-precision 
oating-point library)
gdb uses MPFR to emulate the target 
oating-point arithmetic
during expression evaluation, if the target uses di�erent 
oating-
point formats than the host. The latest version of MPFR is avail-
able from http://www.mpfr.org.

Tools/Packages Optional for Building gdb

The tools/packages and libraries listed below are optional;gdb can be build without them,
at the expense of some run-time functionality that will be missing. As above, we list
the home sites for each package/library, and the command-line options supported by the
configure script to specify their installation directories if they are non-standard. In addi-
tion, for each package you can use the option--with-package to force gdb to be compiled
with the named package, and --without-package to disable building with it even if it is
available. See Section C.5 [Con�gure Options], page 723, for detailed description of the
options to configure.

https://gmplib.org/
https://gmplib.org/
http://www.mpfr.org


https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.gnu.org/software/guile/download/
https://www.gnu.org/software/guile/download/
http://expat.sourceforge.net
https://ftp.gnu.org/pub/gnu/libiconv/
http://tukaani.org/xz/


http://tukaani.org/xz/
http://tukaani.org/xz/
http://zlib.net
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maint print type expr

Print the type chain for a type speci�ed by expr. The argument can be either a
type name or a symbol. If it is a symbol, the type of that symbol is described.
The type chain produced by this command is a recursive de�nition of the data
type as stored ingdb's data structures, including its 
ags and contained types.

maint print record-instruction

maint print record-instruction N

print how GDB recorded a given instruction. If n is not positive number, it
prints the values stored by the inferior before then-th previous instruction was
executed. If n is positive, print the values after the n-th following instruction
is executed. Ifn is not given, 0 is assumed.

maint selftest [-verbose] [filter]
Run any self tests that were compiled in togdb. This will print a message
showing how many tests were run, and how many failed. If afilter is passed,
only the tests with filter in their name will be ran. If -verbose is passed, the
self tests can be more verbose.

maint set selftest verbose

maint show selftest verbose

Control whether self tests are run verbosely or not.

maint info selftests

List the selftests compiled in to gdb.

maint set dwarf always-disassemble

maint show dwarf always-disassemble

Control the behavior of info address when using DWARF debugging informa-
tion.

The default is off, which means that gdb should try to describe a variable's
location in an easily readable format. Whenon, gdb will instead display the
DWARF location expression in an assembly-like format. Note that some loca-
tions are too complex forgdb to describe simply; in this case you will always
see the disassembly form.

Here is an example of the resulting disassembly:
(gdb) info addr argc

Symbol "argc" is a complex DWARF expression:

1: DW_OP_fbreg 0

For more information on these expressions, seethe DWARF standard ( http://
www.dwarfstd.org/).

maint set dwarf max-cache-age

maint show dwarf max-cache-age

Control the DWARF compilation unit cache.

In object �les with inter-compilation-unit references, such as those produced
by the GCC option `-feliminate-dwarf2-dups', the DWARF reader needs to
frequently refer to previously read compilation units. This setting controls how
long a compilation unit will remain in the cache if it is not referenced. A higher
limit means that cached compilation units will be stored in memory longer, and

http://www.dwarfstd.org/
http://www.dwarfstd.org/
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maint translate-address [section] addr
Find the symbol stored at the location speci�ed by the addressaddr and an
optional section name section. If found, gdb prints the name of the closest
symbol and an o�set from the symbol's location to the speci�ed address. This
is similar to the info address command (see Chapter 16 [Symbols], page 263),
except that this command also allows to �nd symbols in other sections.

If section was not speci�ed, the section in which the symbol was found is also
printed. For dynamically linked executables, the name of executable or shared
library containing the symbol is printed as well.

maint test-options require-delimiter

maint test-options unknown-is-error

maint test-options unknown-is-operand

These commands are used by the testsuite to validate the command options
framework. The require-delimiter variant requires a double-dash delimiter
to indicate end of options. The unknown-is-error and unknown-is-operand

do not. The unknown-is-error variant throws an error on unknown option,
while unknown-is-operand treats unknown options as the start of the com-
mand's operands. When run, the commands output the result of the processed
options. When completed, the commands store the internal result of completion
in a variable exposed by themaint show test-options-completion-result

command.

maint show test-options-completion-result

Shows the result of completing themaint test-options subcommands. This
is used by the testsuite to validate completion support in the command options
framework.

maint set test-settings kind

maint show test-settings kind

These are representative commands for eachkind of setting type gdb supports.
They are used by the testsuite for exercising the settings infrastructure.

maint set backtrace-on-fatal-signal [on|off]

maint show backtrace-on-fatal-signal

When this setting is on, if gdb itself terminates with a fatal signal (e.g.
SIGSEGV), then a limited backtrace will be printed to the standard error
stream. This backtrace can be used to help diagnose crashes withingdb in
situations where a user is unable to share a core�le with thegdb developers.

If the functionality to provide this backtrace is not available for the platform on
which GDB is running then this feature will be off by default, and attempting
to turn this feature on will give an error.

For platforms that do support creating the backtrace this feature is on by
default.

maint wait-for-index-cache

Wait until all pending writes to the index cache have completed. This is used
by the test suite to avoid races when the index cache is being updated by a
worker thread.
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maint with setting [value] [-- command]

Like the with command, but works with maintenance set variables. This is
used by the testsuite to exercise thewith command's infrastructure.

maint ignore-probes [-v|-verbose] [provider [name [objfile]]]

maint ignore-probes -reset

Set or reset the ignore-probes �lter. Theprovider, name and objfile arguments
are as in enable probes and disable probes (see [enable probes], page 82).
Only supported for SystemTap probes.

Here's an example of usingmaint ignore-probes:
(gdb) maint ignore-probes -verbose libc ^longjmp$

ignore-probes filter has been set to:

PROVIDER: 'libc'

PROBE_NAME: '^longjmp$'

OBJNAME: ''

(gdb) start

<... more output ...>

Ignoring SystemTap probe libc longjmp in /lib64/libc.so.6.^M

Ignoring SystemTap probe libc longjmp in /lib64/libc.so.6.^M

Ignoring SystemTap probe libc longjmp in /lib64/libc.so.6.^M

The following command is useful for non-interactive invocations ofgdb, such as in the
test suite.

set watchdog nsec

Set the maximum number of secondsgdb will wait for the target operation to
�nish. If this time expires, gdb reports and error and the command is aborted.

show watchdog

Show the current setting of the target wait timeout.
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The binary data representation uses7d (ascii `}') as an escape character. Any escaped
byte is transmitted as the escape character followed by the original character XORed with
0x20. For example, the byte 0x7d would be transmitted as the two bytes 0x7d 0x5d. The
bytes 0x23 (ascii `#'), 0x24 (ascii `$'), and 0x7d (ascii `}') must always be escaped.
Responses sent by the stub must also escape0x2a (ascii `*'), so that it is not interpreted
as the start of a run-length encoded sequence (described next).

Responsedata can be run-length encoded to save space. Run-length encoding replaces
runs of identical characters with one instance of the repeated character, followed by a `*'
and a repeat count. The repeat count is itself sent encoded, to avoid binary characters in
data: a value of n is sent asn+29. For a repeat count greater or equal to 3, this produces
a printable ascii character, e.g. a space (ascii code 32) for a repeat count of 3. (This is
because run-length encoding starts to win for counts 3 or more.) Thus, for example, `0* '
is a run-length encoding of \0000": the space character after*̀' means repeat the leading
0 32 - 29 = 3 more times.

The printable characters #̀' and `$' or with a numeric value greater than 126 must not
be used. Runs of six repeats (#̀') or seven repeats ($̀') can be expanded using a repeat
count of only �ve (` "'). For example, `00000000' can be encoded as0̀*"00'.

See Section E.2 [Standard Replies], page 748, for standard error responses, and how to
respond indicating a command is not supported.

In describing packets (commands and responses), each description has a template show-
ing the overall syntax, followed by an explanation of the packet's meaning. We include
spaces in some of the templates for clarity; these are not part of the packet's syntax. No
gdb packet uses spaces to separate its components. For example, a template like `foo bar

baz' describes a packet beginning with the three ASCII bytes f̀oo', followed by a bar,
followed directly by a baz. gdb does not transmit a space character between the `foo' and
the bar, or between thebar and the baz.

We place optional portions of a packet in [square brackets]; for example, a template
like `c [addr]' describes a packet beginning with the single ASCII character c̀', possibly
followed by an addr.

At a minimum, a stub is required to support the `?' command to tell gdb the reason
for halting, `g' and `G' commands for register access, and the `m' and `M' commands for
memory access. Stubs that only control single-threaded targets can implement run control
with the `c' (continue) command, and if the target architecture supports hardware-assisted
single-stepping, the s̀' (step) command. Stubs that support multi-threading targets should
support the `vCont' command. All other commands are optional.

E.2 Standard Replies
The remote protocol speci�es a few standard replies. All commands support these, except
as noted in the individual command descriptions.

empty response
An empty response (raw character sequence `$#00') means the command is not
supported by the stub. This way it is possible to extend the protocol. A newer
gdb can tell if a command is supported based on that response (but see also
[qSupported], page 773).
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Reply: See Section E.4 [Stop Reply Packets], page 759, for the reply speci�ca-
tions.

`d' Toggle debug 
ag.

Don't use this packet; instead, de�ne a general set packet (see Section E.5
[General Query Packets], page 763).

`D'
`D;pid' The �rst form of the packet is used to detach gdb from the remote system. It

is sent to the remote target beforegdb disconnects via thedetach command.

The second form, including a process ID, is used when multiprocess protocol
extensions are enabled (see [multiprocess extensions], page 780), to detach only
a speci�c process. Thepid is speci�ed as a big-endian hex string.

Reply:

`OK' for success

`F RC,EE,CF;XX'
A reply from gdb to an `F' packet sent by the target. This is part of the File-
I/O protocol extension. See Section E.14 [File-I/O Remote Protocol Extension],
page 804, for the speci�cation.

`g' Read general registers.

Reply:

`XX...' Each byte of register data is described by two hex digits. The
bytes with the register are transmitted in target byte order. The
size of each register and their position within the g̀' packet are
determined by the target description (see Appendix G [Target De-
scriptions], page 835); in the absence of a target description, this is
done using code internal togdb; typically this is some customary
register layout for the architecture in question.

When reading registers, the stub may also return a string of lit-
eral x̀''s in place of the register data digits, to indicate that the
corresponding register's value is unavailable. For example, when
reading registers from a trace frame (see Section 13.2 [Using the
Collected Data], page 215), this means that the register has not
been collected in the trace frame. When reading registers from a
live program, this indicates that the stub has no means to access the
register contents, even though the corresponding register is known
to exist. Note that if a register truly does not exist on the target,
then it is better to not include it in the target description in the
�rst place.

For example, for an architecture with 4 registers of 4 bytes each,
the following reply indicates to gdb that registers 0 and 2 are un-
available, while registers 1 and 3 are available, and both have zero
value:

-> g

<- xxxxxxxx00000000xxxxxxxx00000000
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`GXX... ' Write general registers. See [read registers packet], page 751, for a description
of the XX. . . data.
Reply:

`OK' for success

`Hop thread-id '
Set thread for subsequent operations (m̀', `M', `g', `G', et.al.). Depending on the
operation to be performed, op should be c̀' for step and continue operations
(note that this is deprecated, supporting the v̀Cont' command is a better op-
tion), and `g' for other operations. The thread designator thread-id has the
format and interpretation described in [thread-id syntax], page 749.
Reply:

`OK' for success

ì [addr[, nnn]]'
Step the remote target by a single clock cycle. If ,̀ nnn' is present, cycle step
nnn cycles. If addr is present, cycle step starting at that address.

Ì ' Signal, then cycle step. See [step with signal packet], page 753. See [cycle step
packet], page 752.

`k' Kill request.
The exact e�ect of this packet is not speci�ed.
For a bare-metal target, it may power cycle or reset the target system. For that
reason, the k̀' packet has no reply.
For a single-process target, it may kill that process if possible.
A multiple-process target may choose to kill just one process, or all that are
under gdb 's control. For more precise control, use the vKill packet (see [vKill
packet], page 756).
If the target system immediately closes the connection in response to `k', gdb
does not consider the lack of packet acknowledgment to be an error, and assumes
the kill was successful.
If connected usingtarget extended-remote , and the target does not close the
connection in response to a kill request,gdb probes the target state as if a new
connection was opened (see [? packet], page 749).

`maddr, length '
Read length addressable memory units starting at addressaddr (see [address-
able memory unit], page 154). Note thataddr does not have to be aligned to
any particular boundary.
The stub need not use any particular size or alignment when gathering data
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`ReverseContinue'
The remote stub accepts and implements the reverse continue
packet (see [bc], page 750).

`ReverseStep'
The remote stub accepts and implements the reverse step packet
(see [bs], page 750).

`TracepointSource'
The remote stub understands the Q̀TDPsrc' packet that supplies
the source form of tracepoint de�nitions.

`QAgent' The remote stub understands the Q̀Agent' packet.

`QAllow' The remote stub understands the Q̀Allow' packet.

`QDisableRandomization'
The remote stub understands the Q̀DisableRandomization'
packet.

`StaticTracepoint'
The remote stub supports static tracepoints.

`InstallInTrace'
The remote stub supports installing tracepoint in tracing.

`EnableDisableTracepoints'
The remote stub supports the Q̀TEnable' (see [QTEnable],
page 794) and Q̀TDisable' (see [QTDisable], page 794) packets
that allow tracepoints to be enabled and disabled while a trace
experiment is running.

`QTBuffer:size'
The remote stub supports the Q̀TBuffer:size' (see [QTBu�er-
size], page 797) packet that allows to change the size of the trace
bu�er.

`tracenz' The remote stub supports the t̀racenz' bytecode for collecting
strings. See Section F.2 [Bytecode Descriptions], page 825, for de-
tails about the bytecode.

`BreakpointCommands'
The remote stub supports running a breakpoint's command list
itself, rather than reporting the hit to gdb.

`Qbtrace:off'
The remote stub understands the Q̀btrace:off' packet.

`Qbtrace:bts'
The remote stub understands the Q̀btrace:bts' packet.

`Qbtrace:pt'
The remote stub understands the Q̀btrace:pt' packet.
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`qThreadExtraInfo,thread-id'
Obtain from the target OS a printable string description of thread attributes for
the thread thread-id; see [thread-id syntax], page 749, for the forms ofthread-
id. This string may contain anything that the target OS thinks is interesting
for gdb to tell the user about the thread. The string is displayed in gdb's
info threads display. Some examples of possible thread extra info strings are
`Runnable', or `Blocked on Mutex'.

Reply:

`XX...' Where `XX...' is a hex encoding ofascii data, comprising the
printable string containing the extra information about the thread's
attributes.

(Note that the qThreadExtraInfo packet's name is separated from the com-
mand by a ,̀', not a `:', contrary to the naming conventions above. Please
don't use this packet as a model for new packets.)

`QTNotes'
`qTP'
`QTSave'
`qTsP'
`qTsV'
`QTStart'
`QTStop'
`QTEnable'
`QTDisable'
`QTinit'
`QTro'
`qTStatus'
`qTV'
`qTfSTM'
`qTsSTM'
`qTSTMat' See Section E.7 [Tracepoint Packets], page 791.

`qXfer:object:read:annex:offset,length'
Read uninterpreted bytes from the target's special data area identi�ed by the
keyword object. Request length bytes starting at offset bytes into the data.
The content and encoding ofannex is speci�c to object; it can supply additional
details about what data to access.

Reply:

`m data' Data data (see [Binary Data], page 747) has been read from the
target. There may be more data at a higher address (although it
is permitted to return ` m' even for the last valid block of data, as
long as at least one byte of data was read). It is possible fordata
to have fewer bytes than the length in the request.

`l data' Data data (see [Binary Data], page 747) has been read from the
target. There is no more data to be read. It is possible fordata to
have fewer bytes than thelength in the request.
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link_map ' speci�ed by the `start ' argument. If un-
set or zero then the remote stub will expect that no
`struct link_map ' exists prior to the starting point.

lmid= lmid
A hexadecimal number specifying a namespace identi-
�er. This is currently only used together with ` start '
to provide the namespace identi�er back to gdb in the
response.gdb will only provide values that were previ-
ously reported to it. If unset, the response will include
l̀mid="0x0" '.

Arguments that are not understood by the remote stub will be
silently ignored.

`qXfer:memory-map:read:: offset , length '
Access the target'smemory-map. See Section E.17 [Memory Map
Format], page 817. The annex part of the genericq̀Xfer ' packet
must be empty (see [qXfer read], page 784).
This packet is not probed by default; the remote stub must re-
quest it, by supplying an appropriate `qSupported' response (see
[qSupported], page 773).

`qXfer:sdata:read:: offset , length '
Read contents of the extra collected static tracepoint marker in-
formation. The annex part of the generic q̀Xfer ' packet must be
empty (see [qXfer read], page 784). See Section 13.1.6 [Tracepoint
Action Lists], page 208.
This packet is not probed by default; the remote stub must re-
quest it, by supplying an appropriate `qSupported' response (see
[qSupported], page 773).

`qXfer:siginfo:read:: offset , length '
Read contents of the extra signal information on the target system.
The annex part of the generic q̀Xfer ' packet must be empty (see
[qXfer read], page 784).
This packet is not probed by default; the remote stub must re-
quest it, by supplying an appropriate `qSupported' response (see
[qSupported], page 773).

`qXfer:threads:read:: offset , length '
Access the list of threads on target. See Section E.18 [Thread List
Format], page 818. The annex part of the genericq̀Xfer ' packet
must be empty (see [qXfer read], page 784).
This packet is not probed by default; the remote stub must re-
quest it, by supplying an appropriate `qSupported' response (see
[qSupported], page 773).

`qXfer:traceframe-info:read:: offset , length '
Return a description of the current traceframe's contents. See Sec-
tion E.19 [Traceframe Info Format], page 819. The annex part
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gdb must be linked with the Expat library to support XML memory maps. See [Expat],
page 720.

The top-level structure of the document is shown below:
<?xml version="1.0"?>

<!DOCTYPE memory-map

PUBLIC "+//IDN gnu.org//DTD GDB Memory Map V1.0//EN"

"http://sourceware.org/gdb/gdb-memory-map.dtd">

<memory-map>

region...

</memory-map>

Each region can be either:

• A region of RAM starting at addr and extending for length bytes from there:
<memory type="ram" start="addr" length="length"/>

• A region of read-only memory:
<memory type="rom" start="addr" length="length"/>

• A region of 
ash memory, with erasure blocksblocksize bytes in length:
<memory type="flash" start="addr" length="length">

<property name="blocksize">blocksize</property>

</memory>

Regions must not overlap.gdb assumes that areas of memory not covered by the memory
map are RAM, and uses the ordinary M̀' and `X' packets to write to addresses in such ranges.

The formal DTD for memory map format is given below:
<!-- ................................................... -->

<!-- Memory Map XML DTD ................................ -->

<!-- File: memory-map.dtd .............................. -->

<!-- .................................... .............. -->

<!-- memory-map.dtd -->

<!-- memory-map: Root element with versioning -->

<!ELEMENT memory-map (memory)*>

<!ATTLIST memory-map version CDATA #FIXED "1.0.0">

<!ELEMENT memory (property)*>

<!-- memory: Specifies a memory region,

and its type, or device. -->

<!ATTLIST memory type (ram|rom|flash) #REQUIRED

start CDATA #REQUIRED

length CDATA #REQUIRED>

<!-- property: Generic attribute tag -->

<!ELEMENT property (#PCDATA | property)*>

<!ATTLIST property name (blocksize) #REQUIRED>

E.18 Thread List Format
To e�ciently update the list of threads and their attributes, gdb issues the
`qXfer:threads:read' packet (see [qXfer threads read], page 787) and obtains the XML
document with the following structure:

<?xml version="1.0"?>

<threads>

<thread id="id" core="0" name="name" handle="1a2b3c">

... description ...

</thread>

</threads>
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Each t̀hread' element must have the ìd' attribute that identi�es the thread (see [thread-
id syntax], page 749). The c̀ore' attribute, if present, speci�es which processor core the
thread was last executing on. The ǹame' attribute, if present, speci�es the human-readable
name of the thread. The content of the of t̀hread' element is interpreted as human-readable
auxiliary information. The ` handle' attribute, if present, is a hex encoded representation
of the thread handle.

E.19 Traceframe Info Format
To be able to know which objects in the inferior can be examined when inspecting a trace-
point hit, gdb needs to obtain the list of memory ranges, registers and trace state variables
that have been collected in a traceframe.

This list is obtained using the q̀Xfer:traceframe-info:read' (see [qXfer traceframe
info read], page 787) packet and is an XML document.

gdb must be linked with the Expat library to support XML traceframe info discovery.
See [Expat], page 720.

The top-level structure of the document is shown below:
<?xml version="1.0"?>

<!DOCTYPE traceframe-info

PUBLIC "+//IDN gnu.org//DTD GDB Memory Map V1.0//EN"

"http://sourceware.org/gdb/gdb-traceframe-info.dtd">

<traceframe-info>

block...

</traceframe-info>

Each traceframe block can be either:

• A region of collected memory starting at addr and extending for length bytes from
there:

<memory start="addr" length="length"/>

• A block indicating trace state variable numbered number has been collected:
<tvar id="number"/>

The formal DTD for the traceframe info format is given below:
<!ELEMENT traceframe-info (memory | tvar)* >

<!ATTLIST traceframe-info version CDATA #FIXED "1.0">

<!ELEMENT memory EMPTY>

<!ATTLIST memory start CDATA #REQUIRED

length CDATA #REQUIRED>

<!ELEMENT tvar>

<!ATTLIST tvar id CDATA #REQUIRED>

E.20 Branch Trace Format
In order to display the branch trace of an inferior thread, gdb needs to obtain the list of
branches. This list is represented as list of sequential code blocks that are connected via
branches. The code in each block has been executed sequentially.

This list is obtained using the q̀Xfer:btrace:read' (see [qXfer btrace read], page 785)
packet and is an XML document.
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<!ATTLIST bts size CDATA #IMPLIED>

<!ELEMENT pt EMPTY>

<!ATTLIST pt size CDATA #IMPLIED>

<!ATTLIST pt ptwrite (yes | no) #IMPLIED>

<!ATTLIST pt event-tracing (yes | no) #IMPLIED>





823

Appendix F The GDB Agent Expression
Mechanism

In some applications, it is not feasible for the debugger to interrupt the program's execution
long enough for the developer to learn anything helpful about its behavior. If the program's
correctness depends on its real-time behavior, delays introduced by a debugger might cause
the program to fail, even when the code itself is correct. It is useful to be able to observe
the program's behavior without interrupting it.

Using GDB's trace and collect commands, the user can specify locations in the pro-
gram, and arbitrary expressions to evaluate when those locations are reached. Later, using
the tfind command, she can examine the values those expressions had when the program
hit the trace points. The expressions may also denote objects in memory | structures or
arrays, for example | whose values GDB should record; while visiting a particular tra-
cepoint, the user may inspect those objects as if they were in memory at that moment.
However, because GDB records these values without interacting with the user, it can do so
quickly and unobtrusively, hopefully not disturbing the program's behavior.

When GDB is debugging a remote target, the GDB agent code running on the target
computes the values of the expressions itself. To avoid having a full symbolic expression
evaluator on the agent, GDB translates expressions in the source language into a simpler
bytecode language, and then sends the bytecode to the agent; the agent then executes the
bytecode, and records the values for GDB to retrieve later.

The bytecode language is simple; there are forty-odd opcodes, the bulk of which are the
usual vocabulary of C operands (addition, subtraction, shifts, and so on) and various sizes
of literals and memory reference operations. The bytecode interpreter operates strictly on
machine-level values | various sizes of integers and 
oating point numbers | and requires
no information about types or symbols; thus, the interpreter's internal data structures are
simple, and each bytecode requires only a few native machine instructions to implement
it. The interpreter is small, and strict limits on the memory and time required to evaluate
an expression are easy to determine, making it suitable for use by the debugging agent in
real-time applications.

F.1 General Bytecode Design
The agent represents bytecode expressions as an array of bytes. Each instruction is one
byte long (thus the term bytecode). Some instructions are followed by operand bytes; for
example, thegoto instruction is followed by a destination for the jump.

The bytecode interpreter is a stack-based machine; most instructions pop their operands
o� the stack, perform some operation, and push the result back on the stack for the next
instruction to consume. Each element of the stack may contain either a integer or a 
oating
point value; these values are as many bits wide as the largest integer that can be directly
manipulated in the source language. Stack elements carry no record of their type; bytecode
could push a value as an integer, then pop it as a 
oating point value. However, GDB will
not generate code which does this. In C, one might de�ne the type of a stack element as
follows:

union agent_val {

LONGEST l;

DOUBLEST d;
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end

In detail, these mean:

reg 1 Push the value of register 1 (presumably holdingx) onto the stack.

reg 2 Push the value of register 2 (holdingy).

const32 address of z

Push the address ofz onto the stack.

ref32 Fetch a 32-bit word from the address at the top of the stack; replace the address
on the stack with the value. Thus, we replace the address ofz with z's value.

ext 32 Sign-extend the value on the top of the stack from 32 bits to full length. This
is necessary becausez is a signed integer.

mul Pop the top two numbers on the stack, multiply them, and push their product.
Now the top of the stack contains the value of the expressiony * z.

add Pop the top two numbers, add them, and push the sum. Now the top of the
stack contains the value ofx + y * z.

end Stop executing; the value left on the stack top is the value to be recorded.

F.2 Bytecode Descriptions
Each bytecode description has the following form:

add (0x02): a b ⇒ a+b
Pop the top two stack items, a and b, as integers; push their sum, as an integer.

In this example, add is the name of the bytecode, and(0x02) is the one-byte value used
to encode the bytecode, in hexadecimal. The phrase \a b ⇒ a+b" shows the stack before
and after the bytecode executes. Beforehand, the stack must contain at least two values,
a and b; since the top of the stack is to the right, b is on the top of the stack, and a is
underneath it. After execution, the bytecode will have poppeda and b from the stack, and
replaced them with a single value,a+b. There may be other values on the stack below those
shown, but the bytecode a�ects only those shown.

Here is another example:

const8 (0x22) n: ⇒ n
Push the 8-bit integer constant n on the stack, without sign extension.

In this example, the bytecode const8 takes an operandn directly from the bytecode
stream; the operand follows theconst8 bytecode itself. We write any such operands imme-
diately after the name of the bytecode, before the colon, and describe the exact encoding
of the operand in the bytecode stream in the body of the bytecode description.

For the const8 bytecode, there are no stack items given before the⇒; this simply means
that the bytecode consumes no values from the stack. If a bytecode consumes no values, or
produces no values, the list on either side of the⇒ may be empty.

If a value is written as a, b, or n, then the bytecode treats it as an integer. If a value is
written is addr, then the bytecode treats it as an address.
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We do not fully describe the 
oating point operations here; although this design can be
extended in a clean way to handle 
oating point values, they are not of immediate interest
to the customer, so we avoid describing them, to save time.

float (0x01): ⇒
Pre�x for 
oating-point bytecodes. Not implemented yet.

add (0x02): a b ⇒ a+b
Pop two integers from the stack, and push their sum, as an integer.

sub (0x03): a b ⇒ a-b
Pop two integers from the stack, subtract the top value from the next-to-top
value, and push the di�erence.

mul (0x04): a b ⇒ a*b
Pop two integers from the stack, multiply them, and push the product on the
stack. Note that, when one multiplies two n-bit numbers yielding another n-bit
number, it is irrelevant whether the numbers are signed or not; the results are
the same.

div_signed (0x05): a b ⇒ a/b
Pop two signed integers from the stack; divide the next-to-top value by the top
value, and push the quotient. If the divisor is zero, terminate with an error.

div_unsigned (0x06): a b ⇒ a/b
Pop two unsigned integers from the stack; divide the next-to-top value by the
top value, and push the quotient. If the divisor is zero, terminate with an error.

rem_signed (0x07): a b ⇒ a modulo b
Pop two signed integers from the stack; divide the next-to-top value by the top
value, and push the remainder. If the divisor is zero, terminate with an error.

rem_unsigned (0x08): a b ⇒ a modulo b
Pop two unsigned integers from the stack; divide the next-to-top value by the
top value, and push the remainder. If the divisor is zero, terminate with an
error.

lsh (0x09): a b ⇒ a<<b
Pop two integers from the stack; let a be the next-to-top value, and b be the
top value. Shift a left by b bits, and push the result.

rsh_signed (0x0a): a b ⇒ (signed)a>>b
Pop two integers from the stack; let a be the next-to-top value, and b be the
top value. Shift a right by b bits, inserting copies of the top bit at the high
end, and push the result.

rsh_unsigned (0x0b): a b ⇒ a>>b
Pop two integers from the stack; let a be the next-to-top value, and b be the
top value. Shift a right by b bits, inserting zero bits at the high end, and push
the result.

log_not (0x0e): a ⇒ !a
Pop an integer from the stack; if it is zero, push the value one; otherwise, push
the value zero.
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Why aren’t the goto ops PC-relative?
The interpreter has the base address around anyway for PC bounds checking,
and it seemed simpler.

Why is there only one offset size for the goto ops?
O�sets are currently sixteen bits. I'm not happy with this situation either:

Suppose we have multiple branch ops with di�erent o�set sizes. As I generate
code left-to-right, all my jumps are forward jumps (there are no loops in ex-
pressions), so I never know the target when I emit the jump opcode. Thus, I
have to either always assume the largest o�set size, or do jump relaxation on
the code after I generate it, which seems like a big waste of time.

I can imagine a reasonable expression being longer than 256 bytes. I can't
imagine one being longer than 64k. Thus, we need 16-bit o�sets. This kind of
reasoning is so bogus, but relaxation is pathetic.

The other approach would be to generate code right-to-left. Then I'd always
know my o�set size. That might be fun.

Where is the function call bytecode?
When we add side-e�ects, we should add this.

Why does the reg bytecode take a 16-bit register number?
Intel's IA-64 architecture has 128 general-purpose registers, and 128 
oating-
point registers, and I'm sure it has some random control registers.

Why do we need trace and trace_quick?
Because GDB needs to record all the memory contents and registers an expres-
sion touches. If the user wants to evaluate an expressionx->y->z, the agent
must record the values ofx and x->y as well as the value ofx->y->z.

Don’t the trace bytecodes make the interpreter less general?
They do mean that the interpreter contains special-purpose code, but that
doesn't mean the interpreter can only be used for that purpose. If an expression
doesn't use thetrace bytecodes, they don't get in its way.

Why doesn’t trace_quick consume its arguments the way everything else does?
In general, you do want your operators to consume their arguments; it's con-
sistent, and generally reduces the amount of stack rearrangement necessary.
However, trace_quick is a kludge to save space; it only exists so we needn't
write dup const8 SIZE trace before every memory reference. Therefore, it's
okay for it not to consume its arguments; it's meant for a speci�c context in
which we know exactly what it should do with the stack. If we're going to have
a kludge, it should be an e�ective kludge.

Why does trace16 exist?
That opcode was added by the customer that contracted Cygnus for the data
tracing work. I personally think it is unnecessary; objects that large will be
quite rare, so it is okay to usedup const16 size trace in those cases.

Whatever we decide to do with trace16, we should at least leave opcode 0x30
reserved, to remain compatible with the customer who added it.





http://www.w3.org/XML/
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Appendix I Trace File Format

The trace �le comes in three parts: a header, a textual description section, and a trace
frame section with binary data.

The header has the form\x7fTRACE0\n. The �rst byte is 0x7f so as to indicate that
the �le contains binary data, while the 0 is a version number that may have di�erent values
in the future.

The description section consists of multiple lines ofascii text separated by newline
characters (0xa). The lines may include a variety of optional descriptive or context-setting
information, such as tracepoint de�nitions or register set size.gdb will ignore any line that
it does not recognize. An empty line marks the end of this section.

R size Speci�es the size of a register block in bytes. This is equal to the size of ag
packet payload in the remote protocol. size is an ascii decimal number. There
should be only one such line in a single trace �le.

status status

Trace status. status has the same format as aqTStatus remote packet reply.
There should be only one such line in a single trace �le.

tp payload

Tracepoint de�nition. The payload has the same format asqTfP/ qTsP remote
packet reply payload. A single tracepoint may take multiple lines of de�nition,
corresponding to the multiple reply packets.

tsv payload

Trace state variable de�nition. The payload has the same format asqTfV/ qTsV
remote packet reply payload. A single variable may take multiple lines of de�-
nition, corresponding to the multiple reply packets.

tdesc payload

Target description in XML format. The payload is a single line of the XML
�le. All such lines should be concatenated together to get the original XML �le.
This �le is in the same format as qXfer features payload, and corresponds to
the main target.xml �le. Includes are not allowed.

The trace frame section consists of a number of consecutive frames. Each frame begins
with a two-byte tracepoint number, followed by a four-byte size giving the amount of data
in the frame. The data in the frame consists of a number of blocks, each introduced by a
character indicating its type (at least register, memory, and trace state variable). The data
in this section is raw binary, not a hexadecimal or other encoding; its endianness matches
the target's endianness.

R bytes Register block. The number and ordering of bytes matches that of ag packet
in the remote protocol. Note that these are the actual bytes, in target order,
not a hexadecimal encoding.

M address length bytes...

Memory block. This is a contiguous block of memory, at the 8-byte address
address, with a 2-byte length length, followed by length bytes.



858 Debugging withgdb

V number value

Trace state variable block. This records the 8-byte signed valuevalue of trace
state variable numberednumber.

Future enhancements of the trace �le format may include additional types of blocks.
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5. The symbol table. This is an open-addressed hash table. The size of the hash table is
always a power of 2.
Each slot in the hash table consists of a pair ofoffset_type values. The �rst value is
the o�set of the symbol's name in the constant pool. The second value is the o�set of
the CU vector in the constant pool.
If both values are 0, then this slot in the hash table is empty. This is ok because while
0 is a valid constant pool index, it cannot be a valid index for both a string and a CU
vector.
The hash value for a table entry is computed by applying an iterative hash function to
the symbol's name. Starting with an initial value of r = 0, each (unsigned) character
`c' in the string is incorporated into the hash using the formula depending on the index
version:

Version 4 The formula is r = r * 67 + c - 113.

Versions 5 to 7
The formula is r = r * 67 + tolower (c) - 113.

The terminating `\0' is not incorporated into the hash.
The step size used in the hash table is computed via((hash * 17) & (size - 1)) | 1,
where h̀ash' is the hash value, and s̀ize' is the size of the hash table. The step size
is used to �nd the next candidate slot when handling a hash collision.
The names of C++ symbols in the hash table are canonicalized. We don't currently
have a simple description of the canonicalization algorithm; if you intend to create new
index sections, you must read the code.

6. The shortcut table This is a data structure with the following �elds:

Language of main
An offset_type value indicating the language of the main function as a
DW_LANG_ constant. This value will be zero if main function information is
not present.

Name of main
An offset_type value indicating the o�set of the main function's name in
the constant pool. This value must be ignored if the value for the language
of main is zero.

7. The constant pool. This is simply a bunch of bytes. It is organized so that alignment
is correct: CU vectors are stored �rst, followed by strings.
A CU vector in the constant pool is a sequence ofoffset_type values. The �rst value
is the number of CU indices in the vector. Each subsequent value is the index and
symbol attributes of a CU in the CU list. This element in the hash table is used to
indicate which CUs de�ne the symbol and how the symbol is used. See below for the
format of each CU index+attributes entry.
A string in the constant pool is zero-terminated.

Attributes were added to CU index values in .gdb_index version 7. If a symbol has
multiple uses within a CU then there is one CU index+attributes value for each use.

The format of each CU index+attributes entry is as follows (bit 0 = LSB):

Bits 0-23 This is the index of the CU in the CU list.
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Bits 24-27 These bits are reserved for future purposes and must be zero.

Bits 28-30 The kind of the symbol in the CU.

0 This value is reserved and should not be used. By reserving zero
the full offset_type value is backwards compatible with previous
versions of the index.

1 The symbol is a type.

2 The symbol is a variable or an enum value.

3 The symbol is a function.

4 Any other kind of symbol.

5,6,7 These values are reserved.

Bit 31 This bit is zero if the value is global and one if it is static.

The determination of whether a symbol is global or static is complicated. The
authoritative reference is the �le dwarf2read.c in gdb sources.

This pseudo-code describes the computation of a symbol's kind and global/static at-
tributes in the index.

is_external = get_attribute (die, DW_AT_external);

language = get_attribute (cu_die, DW_AT_language);

switch (die->tag)

{

case DW_TAG_typedef:

case DW_TAG_base_type:

case DW_TAG_subrange_type:

kind = TYPE;

is_static = 1;

break;

case DW_TAG_enumerator:

kind = VARIABLE;

is_static = language != CPLUS;

break;

case DW_TAG_subprogram:

kind = FUNCTION;

is_static = ! (is_external || language == ADA);

break;

case DW_TAG_constant:

kind = VARIABLE;

is_static = ! is_external;

break;

case DW_TAG_variable:

kind = VARIABLE;

is_static = ! is_external;

break;

case DW_TAG_namespace:

kind = TYPE;

is_static = 0;

break;

case DW_TAG_class_type:

case DW_TAG_interface_type:

case DW_TAG_structure_type:

case DW_TAG_union_type:
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case DW_TAG_enumeration_type:

kind = TYPE;

is_static = language != CPLUS;

break;

default:

assert (0);

}



https://sourceware.org/elfutils/Debuginfod.html
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Appendix L Receiving RPM installation
suggestions

When gdb loads an executable, or shared library, and cannot �nd the corresponding debug
information, gdb will check to see if an RPM is available which could provide the missing
debug information. If a suitable RPM is found then gdb will print a hint before the next
prompt is displayed:

(gdb) file /bin/ls

Reading symbols from /bin/ls...

Reading symbols from .gnu_debugdata for /usr/bin/ls...

(No debugging symbols found in .gnu_debugdata for /usr/bin/ls)

Missing rpms, try: dnf --enablerepo='*debug*' install coreutils-debuginfo-9.3-7.fc39.x86_64

(gdb)

In this case, installingcoreutils-debuginfo-9.3-7.fc39.x86_64 will provide the miss-
ing debug information for /bin/ls. It is up to you to install the suggested package, if
possible, and after that reload the executable ingdb so that the newly installed debug
information can be found.

The RPM suggestion feature can be disabled:

set rpm-suggestion enabled [on|off]
show rpm-suggestion enabled

When òn' gdb will make RPM suggestions where possible. When `off' all
RPM suggestion will be disabled.

When opening a core �le (see [core-�le command], page 292), it may be the case that not
only is the debug information missing, but the corresponding executable itself is missing.
For example, if a core �le is copied from one machine to another in order to debug.

In this casegdb is able to suggest a command which will install the missing executable
based on the build-id of the executable. For example:

(gdb) core-file /tmp/core.5489

warning: Can't open file /usr/bin/sl during file-backed mapping note processing

[New LWP 5489]

Core was generated by `sl'.
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set rpm-suggestion build-id-mode [fast|slow]
show rpm-suggestion build-id-mode

When set to f̀ast', which is the default, gdb will o�er suggestions based on the
build-id of any missing executables or shared libraries while opening a core �le.
This is fast, but gdb has not checked if there is a package available that can
supply the required �le, so running the suggested command might not install
any packages.

When set to s̀low', each time gdb encounters an executable, or shared library,
that is missing, gdb will check to see if there is an RPM available that will
supply the missing binary. If a suitable RPM is found then gdb will o�er a
command which will install the missing RPM. If no suitable RPM is found then
gdb will make no suggestions.

It is possible to review all of the previous RPM suggestions thatgdb has made using
the following command:

info rpm-suggestions

List all of the RPM suggestions gdb has made since the executable was last
changed.
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It would start gdb with -q, not printing the introductory message. On the
other hand, using:

gdb --args ./a.out -q

starts gdb with the introductory message, and passes the option to the inferior.

--pid=pid

Attach gdb to an already running program, with the PID pid.

--tui Open the terminal user interface.

--readnow

Read all symbols from the given sym�le on the �rst access.

--readnever

Do not read symbol �les.

--return-child-result

gdb's exit code will be the same as the child's exit code.

--configuration

Print details about GDB con�guration and then exit.

--version

Print version information and then exit.

--cd=directory

Run gdb using directory as its working directory, instead of the current direc-
tory.

--data-directory=directory

-D Run gdb usingdirectory as its data directory. The data directory is wheregdb
searches for its auxiliary �les.

--fullname

-f Emacs sets this option when it runsgdb as a subprocess. It tellsgdb to output
the full �le name and line number in a standard, recognizable fashion each time
a stack frame is displayed (which includes each time the program stops). This
recognizable format looks like two \̀032' characters, followed by the �le name,
line number and character position separated by colons, and a newline. The
Emacs-to-gdb interface program uses the two \̀032' characters as a signal to
display the source code for the frame.

-b baudrate

Set the line speed (baud rate or bits per second) of any serial interface used by
gdb for remote debugging.

-l timeout

Set timeout, in seconds, for remote debugging.

--tty=device

Run using device for your program's standard input and output.
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gdbserver man
gdbservercomm prog [args . . . ]

gdbserver {attach comm pid

gdbserver {multi comm

gdbserver is a program that allows you to run gdb on a di�erent machine than the one
which is running the program being debugged.

Usage (server (target) side)
First, you need to have a copy of the program you want to debug put onto the target
system. The program can be stripped to save space if needed, asgdbserver doesn't care
about symbols. All symbol handling is taken care of by thegdb running on the host system.

To use the server, you log on to the target system, and run thegdbserver program.
You must tell it (a) how to communicate with gdb, (b) the name of your program, and (c)
its arguments. The general syntax is:

target> gdbserver comm program [args ...]

For example, using a serial port, you might say:

target> gdbserver /dev/com1 emacs foo.txt

This tells gdbserver to debug emacs with an argument of foo.txt, and to communicate
with gdb via /dev/com1. gdbserver now waits patiently for the host gdb to communicate
with it.

To use a TCP connection, you could say:

target> gdbserver host:2345 emacs foo.txt

This says pretty much the same thing as the last example, except that we are going to
communicate with the host gdb via TCP. The host:2345 argument means that we are
expecting to see a TCP connection fromhost to local TCP port 2345. (Currently, the host

part is ignored.) You can choose any number you want for the port number as long as it
does not con
ict with any existing TCP ports on the target system. This same port number
must be used in the hostgdbs target remote command, which will be described shortly.
Note that if you chose a port number that con
icts with another service, gdbserver
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--attach gdbserver will attach to a running program. The syntax is:
target> gdbserver --attach comm pid

pid is the process ID of a currently running process. It isn't necessary to point
gdbserver at a binary for the running process.

--multi To start gdbserver without supplying an initial command to run or process ID
to attach, use this command line option. Then you can connect usingtarget
extended-remote and start the program you want to debug. The syntax is:

target> gdbserver --multi comm

--debug[=option1,option2,...]
Instruct gdbserver to display extra status information about the debugging
process. This option is intended forgdbserver development and for bug reports
to the developers.

Each option is the name of a component for which debugging should be enabled.
The list of possible options isall, threads, event-loop, remote. The special
option all enables all components. The option list is processed left to right,
and an option can be pre�xed with the - character to disable output for that
component, so you could write:

target> gdbserver --debug=all,-event-loop

to turn on debug output for all components except event-loop. If no options
are passed to--debug then this is treated as equivalent to --debug=threads.
This could change in future releases ofgdbserver.

--debug-file=filename

Instruct gdbserver to send any debug output to the givenfilename. This option
is intended for gdbserver development and for bug reports to the developers.

--debug-format=option1[,option2,...]
Instruct gdbserver to include extra information in each line of debugging out-
put. See [Other Command-Line Arguments for gdbserver], page 322.

--wrapper

Specify a wrapper to launch programs for debugging. The option should be
followed by the name of the wrapper, then any command-line arguments to
pass to the wrapper, then-- indicating the end of the wrapper arguments.

--once By default, gdbserver keeps the listening TCP port open, so that additional
connections are possible. However, if you startgdbserver with the --once

option, it will stop listening for any further connection attempts after connecting
to the �rst gdb session.

gcore
gcore [-a] [-oprefix] [-d directory ] pid1 [pid2...pidN ]

Generate core dumps of one or more running programs with process IDspid1, pid2, etc.
A core �le produced by gcore is equivalent to one produced by the kernel when the process
crashes (and whenulimit -c was used to set up an appropriate core dump limit). However,
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OBJCOPY Full �le name of the objcopy program to use to copy section information into
the given �le. If not set, the PATH will be searched for aobjcopy program.

READELF Full �le name of the readelf program to use to inspect properties of the given
�le. If not set, the PATH will be searched for areadelf program.
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Appendix N GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright c© 2007 Free Software Foundation, Inc.http://fsf.org/

Everyone is permitted to copy and distribute verbatim copies of this
license document, but changing it is not allowed.

Preamble
The GNU General Public License is a free, copyleft license for software and other kinds of
works.

The licenses for most software and other practical works are designed to take away your
freedom to share and change the works. By contrast, the GNU General Public License is
intended to guarantee your freedom to share and change all versions of a program|to make
sure it remains free software for all its users. We, the Free Software Foundation, use the
GNU General Public License for most of our software; it applies also to any other work
released this way by its authors. You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General
Public Licenses are designed to make sure that you have the freedom to distribute copies
of free software (and charge for them if you wish), that you receive source code or can get
it if you want it, that you can change the software or use pieces of it in new free programs,
and that you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or asking
you to surrender the rights. Therefore, you have certain responsibilities if you distribute
copies of the software, or if you modify it: responsibilities to respect the freedom of others.

For example, if you distribute copies of such a program, whether gratis or for a fee, you
must pass on to the recipients the same freedoms that you received. You must make sure
that they, too, receive or can get the source code. And you must show them these terms so
they know their rights.

Developers that use the GNU GPL protect your rights with two steps: (1) assert copy-
right on the software, and (2) o�er you this License giving you legal permission to copy,
distribute and/or modify it.

For the developers' and authors' protection, the GPL clearly explains that there is no
warranty for this free software. For both users' and authors' sake, the GPL requires that
modi�ed versions be marked as changed, so that their problems will not be attributed
erroneously to authors of previous versions.

Some devices are designed to deny users access to install or run modi�ed versions of the
software inside them, although the manufacturer can do so. This is fundamentally incom-
patible with the aim of protecting users' freedom to change the software. The systematic
pattern of such abuse occurs in the area of products for individuals to use, which is pre-
cisely where it is most unacceptable. Therefore, we have designed this version of the GPL
to prohibit the practice for those products. If such problems arise substantially in other
domains, we stand ready to extend this provision to those domains in future versions of the
GPL, as needed to protect the freedom of users.

http://fsf.org/
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When you convey a covered work, you waive any legal power to forbid circumvention of
technological measures to the extent such circumvention is e�ected by exercising rights
under this License with respect to the covered work, and you disclaim any intention
to limit operation or modi�cation of the work as a means of enforcing, against the
work's users, your or third parties' legal rights to forbid circumvention of technological
measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program's source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an
appropriate copyright notice; keep intact all notices stating that this License and any
non-permissive terms added in accord with section 7 apply to the code; keep intact all
notices of the absence of any warranty; and give all recipients a copy of this License
along with the Program.

You may charge any price or no price for each copy that you convey, and you may o�er
support or warranty protection for a fee.

5. Conveying Modi�ed Source Versions.

You may convey a work based on the Program, or the modi�cations to produce it from
the Program, in the form of source code under the terms of section 4, provided that
you also meet all of these conditions:

a. The work must carry prominent notices stating that you modi�ed it, and giving a
relevant date.

b. The work must carry prominent notices stating that it is released under this Li-
cense and any conditions added under section 7. This requirement modi�es the
requirement in section 4 to \keep intact all notices".

c. You must license the entire work, as a whole, under this License to anyone who
comes into possession of a copy. This License will therefore apply, along with any
applicable section 7 additional terms, to the whole of the work, and all its parts,
regardless of how they are packaged. This License gives no permission to license
the work in any other way, but it does not invalidate such permission if you have
separately received it.

d. If the work has interactive user interfaces, each must display Appropriate Legal
Notices; however, if the Program has interactive interfaces that do not display
Appropriate Legal Notices, your work need not make them do so.

A compilation of a covered work with other separate and independent works, which
are not by their nature extensions of the covered work, and which are not combined
with it such as to form a larger program, in or on a volume of a storage or distribution
medium, is called an \aggregate" if the compilation and its resulting copyright are
not used to limit the access or legal rights of the compilation's users beyond what the
individual works permit. Inclusion of a covered work in an aggregate does not cause
this License to apply to the other parts of the aggregate.

6. Conveying Non-Source Forms.

You may convey a covered work in object code form under the terms of sections 4 and
5, provided that you also convey the machine-readable Corresponding Source under
the terms of this License, in one of these ways:
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a. Convey the object code in, or embodied in, a physical product (including a phys-
ical distribution medium), accompanied by the Corresponding Source �xed on a
durable physical medium customarily used for software interchange.

b. Convey the object code in, or embodied in, a physical product (including a physi-
cal distribution medium), accompanied by a written o�er, valid for at least three
years and valid for as long as you o�er spare parts or customer support for that
product model, to give anyone who possesses the object code either (1) a copy of
the Corresponding Source for all the software in the product that is covered by this
License, on a durable physical medium customarily used for software interchange,
for a price no more than your reasonable cost of physically performing this con-
veying of source, or (2) access to copy the Corresponding Source from a network
server at no charge.

c. Convey individual copies of the object code with a copy of the written o�er to
provide the Corresponding Source. This alternative is allowed only occasionally
and noncommercially, and only if you received the object code with such an o�er,
in accord with subsection 6b.

d. Convey the object code by o�ering access from a designated place (gratis or for
a charge), and o�er equivalent access to the Corresponding Source in the same
way through the same place at no further charge. You need not require recipients
to copy the Corresponding Source along with the object code. If the place to
copy the object code is a network server, the Corresponding Source may be on
a di�erent server (operated by you or a third party) that supports equivalent
copying facilities, provided you maintain clear directions next to the object code
saying where to �nd the Corresponding Source. Regardless of what server hosts
the Corresponding Source, you remain obligated to ensure that it is available for
as long as needed to satisfy these requirements.

e. Convey the object code using peer-to-peer transmission, provided you inform other
peers where the object code and Corresponding Source of the work are being o�ered
to the general public at no charge under subsection 6d.

A separable portion of the object code, whose source code is excluded from the Cor-
responding Source as a System Library, need not be included in conveying the object
code work.

A \User Product" is either (1) a \consumer product", which means any tangible per-
sonal property which is normally used for personal, family, or household purposes, or
(2) anything designed or sold for incorporation into a dwelling. In determining whether
a product is a consumer product, doubtful cases shall be resolved in favor of coverage.
For a particular product received by a particular user, \normally used" refers to a
typical or common use of that class of product, regardless of the status of the par-
ticular user or of the way in which the particular user actually uses, or expects or is
expected to use, the product. A product is a consumer product regardless of whether
the product has substantial commercial, industrial or non-consumer uses, unless such
uses represent the only signi�cant mode of use of the product.

\Installation Information" for a User Product means any methods, procedures, autho-
rization keys, or other information required to install and execute modi�ed versions of a
covered work in that User Product from a modi�ed version of its Corresponding Source.
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However, nothing other than this License grants you permission to propagate or modify
any covered work. These actions infringe copyright if you do not accept this License.
Therefore, by modifying or propagating a covered work, you indicate your acceptance
of this License to do so.

10. Automatic Licensing of Downstream Recipients.

Each time you convey a covered work, the recipient automatically receives a license
from the original licensors, to run, modify and propagate that work, subject to this
License. You are not responsible for enforcing compliance by third parties with this
License.

An \entity transaction" is a transaction transferring control of an organization, or
substantially all assets of one, or subdividing an organization, or merging organizations.
If propagation of a covered work results from an entity transaction, each party to that
transaction who receives a copy of the work also receives whatever licenses to the work
the party's predecessor in interest had or could give under the previous paragraph, plus
a right to possession of the Corresponding Source of the work from the predecessor in
interest, if the predecessor has it or can get it with reasonable e�orts.

You may not impose any further restrictions on the exercise of the rights granted or
a�rmed under this License. For example, you may not impose a license fee, royalty, or
other charge for exercise of rights granted under this License, and you may not initiate
litigation (including a cross-claim or counterclaim in a lawsuit) alleging that any patent
claim is infringed by making, using, selling, o�ering for sale, or importing the Program
or any portion of it.

11. Patents.

A \contributor" is a copyright holder who authorizes use under this License of the
Program or a work on which the Program is based. The work thus licensed is called
the contributor's \contributor version".

A contributor's \essential patent claims" are all patent claims owned or controlled by
the contributor, whether already acquired or hereafter acquired, that would be infringed
by some manner, permitted by this License, of making, using, or selling its contributor
version, but do not include claims that would be infringed only as a consequence of
further modi�cation of the contributor version. For purposes of this de�nition, \con-
trol" includes the right to grant patent sublicenses in a manner consistent with the
requirements of this License.

Each contributor grants you a non-exclusive, worldwide, royalty-free patent license
under the contributor's essential patent claims, to make, use, sell, o�er for sale, import
and otherwise run, modify and propagate the contents of its contributor version.

In the following three paragraphs, a \patent license" is any express agreement or com-
mitment, however denominated, not to enforce a patent (such as an express permission
to practice a patent or covenant not to sue for patent infringement). To \grant" such
a patent license to a party means to make such an agreement or commitment not to
enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the Corre-
sponding Source of the work is not available for anyone to copy, free of charge and under
the terms of this License, through a publicly available network server or other readily
accessible means, then you must either (1) cause the Corresponding Source to be so
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available, or (2) arrange to deprive yourself of the bene�t of the patent license for this
particular work, or (3) arrange, in a manner consistent with the requirements of this
License, to extend the patent license to downstream recipients. \Knowingly relying"
means you have actual knowledge that, but for the patent license, your conveying the
covered work in a country, or your recipient's use of the covered work in a country,
would infringe one or more identi�able patents in that country that you have reason
to believe are valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey,
or propagate by procuring conveyance of, a covered work, and grant a patent license
to some of the parties receiving the covered work authorizing them to use, propagate,
modify or convey a speci�c copy of the covered work, then the patent license you grant
is automatically extended to all recipients of the covered work and works based on it.

A patent license is \discriminatory" if it does not include within the scope of its cover-
age, prohibits the exercise of, or is conditioned on the non-exercise of one or more of the
rights that are speci�cally granted under this License. You may not convey a covered
work if you are a party to an arrangement with a third party that is in the business of
distributing software, under which you make payment to the third party based on the
extent of your activity of conveying the work, and under which the third party grants,
to any of the parties who would receive the covered work from you, a discriminatory
patent license (a) in connection with copies of the covered work conveyed by you (or
copies made from those copies), or (b) primarily for and in connection with speci�c
products or compilations that contain the covered work, unless you entered into that
arrangement, or that patent license was granted, prior to 28 March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license or
other defenses to infringement that may otherwise be available to you under applicable
patent law.

12. No Surrender of Others' Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise) that
contradict the conditions of this License, they do not excuse you from the conditions
of this License. If you cannot convey a covered work so as to satisfy simultaneously
your obligations under this License and any other pertinent obligations, then as a
consequence you may not convey it at all. For example, if you agree to terms that
obligate you to collect a royalty for further conveying from those to whom you convey
the Program, the only way you could satisfy both those terms and this License would
be to refrain entirely from conveying the Program.

13. Use with the GNU A�ero General Public License.

Notwithstanding any other provision of this License, you have permission to link or
combine any covered work with a work licensed under version 3 of the GNU A�ero
General Public License into a single combined work, and to convey the resulting work.
The terms of this License will continue to apply to the part which is the covered work,
but the special requirements of the GNU A�ero General Public License, section 13,
concerning interaction through a network will apply to the combination as such.

14. Revised Versions of this License.
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The Free Software Foundation may publish revised and/or new versions of the GNU
General Public License from time to time. Such new versions will be similar in spirit
to the present version, but may di�er in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program speci�es that
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under this License. If a section does not �t the above de�nition of Secondary then it is
not allowed to be designated as Invariant. The Document may contain zero Invariant
Sections. If the Document does not identify any Invariant Sections then there are none.

The \Cover Texts" are certain short passages of text that are listed, as Front-Cover
Texts or Back-Cover Texts, in the notice that says that the Document is released under
this License. A Front-Cover Text may be at most 5 words, and a Back-Cover Text may
be at most 25 words.

A \Transparent" copy of the Document means a machine-readable copy, represented
in a format whose speci�cation is available to the general public, that is suitable for
revising the document straightforwardly with generic text editors or (for images com-
posed of pixels) generic paint programs or (for drawings) some widely available drawing
editor, and that is suitable for input to text formatters or for automatic translation to
a variety of formats suitable for input to text formatters. A copy made in an otherwise
Transparent �le format whose markup, or absence of markup, has been arranged to
thwart or discourage subsequent modi�cation by readers is not Transparent. An image
format is not Transparent if used for any substantial amount of text. A copy that is
not \Transparent" is called \Opaque".

Examples of suitable formats for Transparent copies include plainascii without
markup, Texinfo input format, LaT EX input format, SGML or XML using a publicly
available DTD , and standard-conforming simple HTML , PostScript or PDF designed
for human modi�cation. Examples of transparent image formats include PNG, XCF
and JPG. Opaque formats include proprietary formats that can be read and edited
only by proprietary word processors, SGML or XML for which the DTD and/or
processing tools are not generally available, and the machine-generatedHTML ,
PostScript or PDF produced by some word processors for output purposes only.

The \Title Page" means, for a printed book, the title page itself, plus such following
pages as are needed to hold, legibly, the material this License requires to appear in the
title page. For works in formats which do not have any title page as such, \Title Page"
means the text near the most prominent appearance of the work's title, preceding the
beginning of the body of the text.

The \publisher" means any person or entity that distributes copies of the Document
to the public.

A section \Entitled XYZ" means a named subunit of the Document whose title either
is precisely XYZ or contains XYZ in parentheses following text that translates XYZ in
another language. (Here XYZ stands for a speci�c section name mentioned below, such
as \Acknowledgements", \Dedications", \Endorsements", or \History".) To \Preserve
the Title" of such a section when you modify the Document means that it remains a
section \Entitled XYZ" according to this de�nition.

The Document may include Warranty Disclaimers next to the notice which states that
this License applies to the Document. These Warranty Disclaimers are considered to
be included by reference in this License, but only as regards disclaiming warranties:
any other implication that these Warranty Disclaimers may have is void and has no
e�ect on the meaning of this License.

2. VERBATIM COPYING
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titles to the list of Invariant Sections in the Modi�ed Version's license notice. These
titles must be distinct from any other section titles.

You may add a section Entitled \Endorsements", provided it contains nothing but
endorsements of your Modi�ed Version by various parties|for example, statements of
peer review or that the text has been approved by an organization as the authoritative
de�nition of a standard.

You may add a passage of up to �ve words as a Front-Cover Text, and a passage of up
to 25 words as a Back-Cover Text, to the end of the list of Cover Texts in the Modi�ed
Version. Only one passage of Front-Cover Text and one of Back-Cover Text may be
added by (or through arrangements made by) any one entity. If the Document already
includes a cover text for the same cover, previously added by you or by arrangement
made by the same entity you are acting on behalf of, you may not add another; but
you may replace the old one, on explicit permission from the previous publisher that
added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission
to use their names for publicity for or to assert or imply endorsement of any Modi�ed
Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License,
under the terms de�ned in section 4 above for modi�ed versions, provided that you
include in the combination all of the Invariant Sections of all of the original documents,
unmodi�ed, and list them all as Invariant Sections of your combined work in its license
notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical
Invariant Sections may be replaced with a single copy. If there are multiple Invariant
Sections with the same name but di�erent contents, make the title of each such section
unique by adding at the end of it, in parentheses, the name of the original author or
publisher of that section if known, or else a unique number. Make the same adjustment
to the section titles in the list of Invariant Sections in the license notice of the combined
work.

In the combination, you must combine any sections Entitled \History" in the vari-
ous original documents, forming one section Entitled \History"; likewise combine any
sections Entitled \Acknowledgements", and any sections Entitled \Dedications". You
must delete all sections Entitled \Endorsements."

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released
under this License, and replace the individual copies of this License in the various
documents with a single copy that is included in the collection, provided that you
follow the rules of this License for verbatim copying of each of the documents in all
other respects.

You may extract a single document from such a collection, and distribute it individu-
ally under this License, provided you insert a copy of this License into the extracted
document, and follow this License in all other respects regarding verbatim copying of
that document.
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ADDENDUM: How to use this License for your documents
To use this License in a document you have written, include a copy of the License in the
document and put the following copyright and license notices just after the title page:

Copyright (C) year your name.

Permission is granted to copy, distribute and/or modify this document

under the terms of the GNU Free Documentation License, Version 1.3

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover

Texts. A copy of the license is included in the section entitled ``GNU

Free Documentation License''.

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace the
\with. . .Texts." line with this:

with the Invariant Sections being list their titles, with

the Front-Cover Texts being list, and with the Back-Cover Texts

being list.

If you have Invariant Sections without Cover Texts, or some other combination of the
three, merge those two alternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend releasing
these examples in parallel under your choice of free software license, such as the GNU
General Public License, to permit their use in free software.
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The body of this manual is set in
cmr10,

with headings in cmbx10
and examples incmtt10.

cmti10 ,
cmbx10, and

cmsl10
are used for emphasis.


